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Abstract

This paperusesfault injection to compare the ability of two fault-tolerant software architectures to protect
an applicationfrom faults. Thesetwo architecturesare Voltan, which usesprocessreplication,and Chameleon
ARMORs,which useself-checking. Thetarget application is a DynamicHost Configuration Protocol (DHCP)
server, a widely usedutility for managing IP addresses.NFTAPE is usedto inject three classesof faults into
each softwarearchitecture andinto baselineSolarisandLinuxversions.Thesecampaignsusecontrol-flow faults,
high-level target-specificfaults,andrandommemorybit-flips. TheanalysisfoundthatVoltanprovided100%fail-
silencecoverage againstfault typesinjectedandChameleonachievedcoverage of 99.84%.However Chameleon
hada much lower overheadin termsof resourcesandresponsetimes(about1.7%comparedto 76.6%in Voltan).

Keywords: Fault Injection,Dependability, Software-ImplementedFaultTolerance,Fail-Silent,DistributedCom-
puting

1 Intr oduction

A commonassumptionmadein software-implementedfault tolerancemechanisms,suchasmessagelogging,

checkpointing,andprocessreplication,is that theprocessingelementswill suffer only crashfailures,i.e., a pro-

cessingelementwill eitherperformcorrectstatetransitionsor it will ceaseto functionandbecomesilent.To meet

thisassumptionin arealisticmanner, someform of self-checkingfacility is requiredwithin anelementto detecta

faultystatetransitionandstoptheelementfrom producingany furtheroutputs.Fieldstudieshavealsoshown that

in a distributedenvironmentexecutingon off-the-shelfhardwarecomponents,the fail-silenceassumptioncanbe

violated[20]. Therearetwo waysof achieving thefail silencepropertyin adistributedenvironment:

1. make thesystemcomponent(processingelement)self-checking,i.e., thecomponentalwaysproduceseither
theproperoutputor no output [14].

2. allow thesystemcomponentto producea wrongoutput(fail silenceviolation) anddelegatedetectionand
recovery to a receiving end [5].



In this studywe assumethefirst approach1 andwe analyzetwo software-basedmiddlewarearchitecturesfor

providing fail silence:Voltan[5] andChameleonARMORs(Adaptive ReconfigurableMobile Objectsfor Relia-

bility) [8]. Voltanusesreplicatedprocessesanda voting algorithmbetweenprocessesto provide fail-silence.The

Chameleondesignsupportsa rangeof executionmodesincluding replication(e.g.,resultsfrom TMR execution

in anearlierChameleonimplementationareprovidedin [8]) andavarietyof errordetectiontechniquesto provide

nodeandprocessfail-silence.ChameleonARMORspossessasetof internaldetectionmechanismsto achieve the

self-checkingpropertywithout usingduplication.This studyusesfail-silenceasa metricbecause(1) it is a com-

monly usedmetric for distributedsystemsand(2) both target systemsclaim to provide fail-silence.Thegoalof

thisstudyis to comparethefail-silencecoverageprovidedby theinternalerrordetectiontechniquesof Chameleon

ARMORswith Voltan’s full duplicationapproach.Thetargetapplicationis DynamicHostConfigurationProtocol

(DHCP)[6, 1], anontrivial applicationfor dynamicallocationof IP addressesto clientsin anetwork.

To analyzethe fail-silenceof eachsystem,we conducta set of fault injection campaignsemploying NF-

TAPE [19], a tool for composingandexecutingfault injectionexperimentsin a distributedenvironment.Besides

usingtraditionalrandommemorybit-flips, we alsofocuson injecting control-flow faultsandhigh-level, target-

specificfaults. Control-flow faultsaffect the execution-flow of a process,e.g.,a corruptbranchinstruction. An

exampleof a high-level, target-specificfault is acorruptmessagein aspecificmessagequeue.

Theexperimentalresultsallow usto derive quantitative measures,whichcharacterize:

1. Fail-silencecoverageachieved by processduplication(in Voltan) and by embeddingthe error detection
techniquesinto theapplication(supportedby ChameleonARMORs).

2. Thecostof eachapproachin termsof performanceandresourceoverhead.

The derived measuresandexperimentaldataprovide insightsinto eachsystemandserve asa basisfor char-

acterizingthe fault behavior of DHCP. As the resultsareobtainedfrom a singlestudy, cautionis necessaryin

generalizingthemto otherapplicationsandsystems.

Therestof thepaperis organizedasfollows. Section2 describesrelatedresearchon fail-silentnodesandtheir

validation. Section3 providesbackgroundinformationon Voltan, Chameleon,DHCP, andNFTAPE. Section4

describesour validation methodology. Section5 presentsthe experimentalresults. Section6 provides some

1It canbearguedthatdistributedsystemsshouldbedesignedbasedon approach’2’ (i.e., thereceiving enddetectsaninvalid message
andpreventsthemessageprocessing)asopposedto approach’1’ (i.e.,makingthecomponentsself-checking).Selectingtheright approach
is of coursea designdecision. However, fault-tolerantsystemssuchasTandemaresubstantiallybasedon approach(1) (”f ail-fastself-
checking”components)to achievefasterrordetectionandrapidrecovery. In ourexperiencedelegatingdetectionandrecoveryto areceiving
endcancontribute to a significantincreasein error detectionlatency andcancomplicatethe recovery process(e.g.,anerror canimpact
morethanonenode).
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insightinto thedependabilityattainedby VoltanandChameleonandperformanceoverhead.Section7 concludes

thepaper.

2 RelatedWork

Thefail-silencepropertyof severalexperimentalprototypeshasbeenstudied,mostlyusingfault injectioncam-

paigns.Pin-level injectionusedon theDraperFaultTolerantMulti-Processor[12] foundthatthesystemcorrectly

handledall 21,000faultsthatwereinjected.MESSALINE [2] wasusedto assesstheDELTA-4 architecture[14],

in particularthe self-checkingmechanismsof the Network AttachmentControllersintendedto supportthe fail-

silent propertyof nodesin the network. Fault injection results[3] showed that the network controllercovered

85-90%of the injectedfaultsandthe later study(on the improved network controller) reportedthe fail-silence

coverageof 99%[15].

TheMARS architecture[16, 11] usesa combinationof special-purposehardware(e.g.,comparators)andsoft-

wareapproaches(e.g.,doubleexecution)to provide fault tolerance.Karlssonet al. [9] usedthreephysicalfault

injection techniques(heavy-ion radiation,pin-level injection, and electromagneticinterferences)to assessthe

coverageof errordetectionmechanismsin this system.They foundthatthehardwareandsystemsoftwaremech-

anismsprovided 97.6%fail-silencecoverage. Adding application-level checksumson messagesimproved the

coverageto 98.7%. A software injection study for the samesystem[7] showed fail-silencecoverageof 85%

without application-level detectionmechanisms,with the coveragebecomingperfectwhenapplication-specific

checks,e.g.,dataconsistency checkswereadded. A direct comparisonof the two studiesof MARS systemis

difficult sincethey seemto focusondifferentsetsof faults.Nevertheless,they illustratethefactthatit is important

to developacommonbasisfor comparingsystemsandresultsfrom fault injection.

A few studieshave comparedthedependabilityof differentsystemson a commonbasis.Koopman[10] com-

paredthe robustnessof 13 differentPOSIX operatingsystemsby testingtheir systemcalls andC library calls.

Tsai [21] comparedthe reliability of threeversionsof Tandem’s TMR-basedprototypemachines.Madeiraet

al. [13] usedphysicalfault injectionto testthebuilt-in detectiontechniquesof two processors:Z80andMC68K.

No previousstudy, however, hasemployed fault injectionto comparedifferentsoftware-implementedmiddle-

waresfor providing fail-silentprocesses.This requiresattemptsto establisha soundexperimentalapproachusing

substantialtargetapplications.
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3 SystemDescriptions

This sectionfirst describesthe fundamentalsof the two target systems.Detaileddescriptionsof Voltan and

Chameleoncanbefound in [5] and[8], respectively. Next, it describesthetargetapplication,theDynamicHost

ConfigurationProtocol(DHCP).

3.1 Voltan

Voltanassumesthata failedprocesscanexhibit Byzantinebehavior but thateachnonfaulty processcansigna

messageit sendsby affixing themessagewith a message-dependent,unforgeablesignature.A nonfaulty process

is assumedto beableto authenticateany messageit receives.Thecomputationperformedby aprocessis assumed

to be deterministic. Voltan processesaredistributed andcommunicatevia passingmessages.So, if nonfaulty

replicashave sameinitial states,thenthey will produceidenticaloutputmessages,provided(a) all thenonfaulty

replicasof aprocessreceive identicalinputmessagesand(b) all thenonfaulty replicasprocessthemessagesin an

identicalorder. A fail-silentVoltanprocesswill outputeithercorrectmessagesor detectablyincorrectmessages.
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Figure 1. The Structure of a Fail-Silent Process in Voltan

Themethodof operationfor a fail-silentprocesspair in Voltanis shown in Figure1. TheprocesslabeledNizam

is usedto instantiatenew Voltanprocesses;it doesnotplaya role aftertheapplicationstartsrunning.The‘Voltan

system’consistsof fivecooperatingthreadsoneachnode(Recv., Comp.,Send,RX, andTX). Theprocessesin the

processpairarecalledtheLeaderandtheFollower. Theleader’s receiver thread(Recv)acceptsauthentic,doubly
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signedmessagesandplacestheminto theapplication’s DeliveredMessageQueue(DMQ) while sendinga copy

to thefollower. Theapplicationthreadselectsa messagefrom DMQ, processesthemessage,andform anoutput

message.A copy of this messageis signedandtransmittedto theotherreplica. Theunsignedmessageis stored

locally in theInternalCandidateMessagePool(ICMP). WhentheReceptionthread(RX) receivesasinglysigned

message,it placesit in theExternalCandidateMessagePool(ECMP).TheComparisonthread(Comp)compares

messagesfrom ICMP andECMP. If thecomparisonsucceeds,themessagefrom theECMPis signedagainand

thedoublysignedmessageis placedinto theVotedMessageQueue(VMQ); otherwisethe replicaterminatesto

prevent any error from propagating.Finally, the Sendthreadpicks up messagesfrom the VMQ anddispatches

themto theirdestinations.

Thefollowerprocessalsocontainsamechanismto ensurethatif acorrectlyfunctioningleadermissesreceiving

a valid messagefor processingbut the follower doesreceive that messagethen the messagegetsorderedand

processedby the pair. In summary, Voltan claimsto be ableto protecta distributedsystemfrom any arbitrary

failureonasingleprocess.

3.2 ChameleonARMORs

The Chameleonenvironmentprovidesa meansfor constructingreliabledistributedapplicationsaroundAR-

MOR(AdaptiveReconfigurableMobileObjectfor Reliability)processesexecutingonanetwork of heterogeneous,

non-fault-tolerantnodes.ARMORsoffer: (a) architecture,mechanisms,andanAPI to encapsulatea wide range

of detectionandrecoverytechniquesthatcanbeefficiently usedby applicationsand(b) amanagementframework,

whichcontrolstheuseof thesetechniquesfor constructinghighly configurablefault toleranceservices.

ARMORs communicatethroughmessagepassingandarebuilt from replaceablecomponentscalledelements

andcompounds. Elementsconstitutethe mostbasicfunctionalunit of the ARMOR andcanbe replacedduring

runtime,thusallowing theARMOR processto adaptto changingapplicationrequirementsor changingruntime

environments.Elementsarepassive objectsthatareinvokedby messagesto performspecificoperations(suchas

takinga checkpoint).Eachincomingmessagespawnsa new threadof executionwithin theARMOR process.A

compoundis acollectionof elementscombinedto performsomecommontask.A compoundprovidesthemessage

subscriptionanddelivery functionfor theelements.An ARMOR is a compoundthatcanexist independentlyand

canmigrateto remotenodes,beinstalledthere,andprovide fault toleranceservicesto anapplication.ARMORs

fall into threebroadclasses:

1. Managers: ManagerARMORsoverseeotherARMORsandrecover from failuresin their subordinates.

2. Daemons:DaemonARMORs areinstalledon every nodeparticipatingin Chameleon.A daemonactsas
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thegateway of a nodefor all ARMOR communicationandprovideserrordetectionfor thelocally installed
ARMORs.

3. CommonARMORs:CommonARMORsimplementspecifictechniquesfor providing application-required
dependability.

An applicationcantake advantageof Chameleonservices(suchaserror detectionandrecovery) throughthe

conceptof an embeddedARMOR. The coreelement-compoundstructureof the ARMOR is linked to the user

applicationprocess.Theapplicationcodeis lightly instrumentedwith theembeddedARMOR API to invoke the

servicesof the underlyingelement-compoundstructure. In this configuration,the embeddedARMOR process

appearsasa full-fledgedARMOR to the Chameleonenvironmentandasa native applicationprocessto other

processesoutsideChameleon.

Chameleonprovidesa four-level hierarchyof error detectiontechniquesfor protectingagainstdifferenterror

classes[4]. Level 1 consistsof detectingerrorswithin theARMOR to provide errorcontainmentwithin thelocal

node(i.e., without replication). Level 2 consistsof detectionby thedaemoninstalledon thesamenode. Levels

3 and4 (not usedin this study)rely on replicationof ARMORsto detecterrorsthatescapelevels 1 and2, they

provide protectionfor dataanddetectByzantineerrors. Table1 lists the error detectiontechniquesusedin this

study.

Table 1. Error Detection Mechanisms in Chameleon ARMORs

DetectionMechanism Level Description
Coarse-grainedI/O Signature 1 Checkspatternof I/O messagetypesagainstprescribedsetof valid

sequences
PreemptiveControl-Flow Checking 1 Checksagainstcorruptcontrol-flow branchesin runtime
Text-SegmentSignature 1 Periodicallycheckssignatureof text segmentpages
CrashFailureDetection 2 Detectsabnormalprocesstermination

Usingtheseerrordetectionmechanisms,Chameleonclaimsthatit will detectthefollowing fault scenarios:(1)

any control-flow fault, (2) any singlebit-flip andmostmulti-bit flips to thetext segment(programcode),(3) any

bit-flip to thecontrolpartof Chameleonmessages,and(4) any threadhungwhile holdingamutex lock.

3.3 TargetApplication: DHCP

Thetargetapplicationfor this studyis version2.0of theDynamicHostConfigurationProtocol(DHCP)appli-

cationwritten by theInternetSoftwareConsortium.Thedecisionto usetheDHCPserver wasbasedon thefact

thatit is:

1. a real-world third partyapplicationdevelopedindependentlyof thetargetsystems,

2. adistributedapplicationfor which thepropertyof fail-silenceis especiallyimportant,
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3. anopensourceapplicationsothatthesourcecodecanbemodifiedto run in eithersystem,and

4. anapplicationthatis widely usedin real-world environmentsto provide critical services.

3.3.1 Description of DHCP

DynamicHostConfigurationProtocol(DHCP)[6, 1] is anInternetDraft StandardProtocolfor providing con-

figuration information to hostson an IP network. It is widely usedby Internetserviceprovidersandnetwork

administrators(particularly in dial-up or mobile environments)for network management.A commonlyused

DHCPserviceis IP addressallocation.It canalsobeusedto discover network parameterssuchastheMaximum

TransmissionUnit (MTU) of thenetwork. In networksusingDHCP, theavailability andcorrectnessof theDHCP

server arecritical. Whenjoining thenetwork, a client cannotconnectto otherservices(e.g.,file server andmail

server) until afterit obtainsanIP addressfrom theDHCPserver.

In dynamicallocation,theDHCPserverallocatesanIP addressto theclientfor alimited amountof time(termed

asits leasetime), afterwhich theaddresscanbereclaimedby theserver. Thebasicprotocolexchangesthat take

placebetweentheclient andtheserver areasfollows. Theclient broadcastsa DHCPDISCOVER messageon its

local subnet.DHCPserverson thenetwork respondto theclient’s requestby sendinga DHCPOFFERmessage,

whichcontainsa tentative offer of anIP addressandappropriateconfigurationparameters.Theclient collectsthe

DHCPOFFERresponses,choosesoneserver to interactwith further, andbroadcastsaDHCPREQUESTmessage

with theidentificationof thechosenserver. Onreceiving theDHCPREQUESTmessagethechosenservercommits

the binding of the IP addressof the client to a leasedatabasein stablestorageandrespondswith a DHCPACK

messagecontainingtheconfigurationparametersfor therequestingclient. If theselectedserver is unableto satisfy

theDHCPREQUESTmessage(e.g.,therequestednetwork addresshasbeenallocated),thentheserver responds

with aDHCPNAK message.

3.3.2 DHCP Modifications to Run in Chameleonand Voltan

To provideservicesto DHCP, eithersystem,Chameleonor Voltan,requiressource-level changesto theoriginal

server code.This sectiondescribesthemodificationswe madeto DHCPto enableit to executein theChameleon

andVoltanenvironments.In eachcase,fail-silencewasprovidedonly to theserver andnot to theclients.

To receive servicesfrom Voltan,applicationsmustuseVoltan’s communicationlayerto communicatebetween

the duplicatedVoltan processes.We addeda pair of simple relay processesto forward messagesto and from

the DHCP server processpair. In orderto communicatewith unmodifiedDHCP clients,a fanin/fanoutprocess

(referredto asa splitter)outsideof Voltanwasalsodevelopedto provide a singlepoint of contactfor theclients.
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Thesplitterprocessacceptsincomingmessagesfrom DHCPclients,resendsthemto bothrelayprocesseswithin

Voltan,andforwardstheoutgoingmessagesfrom relaysto clients.Figure2 illustratesthelayoutof theprocesses

andthecommunicationsthatoccurin Voltan.Fewer than1000linesof codewereneededto createthesplitterand

relayprogramsandto modify theDHCPserver codeto beusedby Voltan.

Nizam

Relay
(Follower Copy)

Server
(Follower Copy)

(Leader Copy)
Server Relay

(Leader Copy)

Splitter
DHCP
Client

Figure 2. Processes for DHCP Application in Voltan

For Chameleon,the DHCP server is run as an embeddedARMOR, i.e., it runs in the sameprocessas an

ARMOR. Theserver is instrumentedwith ChameleonAPI calls,which areprocessedby a Chameleonstuband

which sendmessagesto theARMOR partof theprocess.For example,anAPI call is madeby theDHCPserver

to receive heartbeatquerymessagesandrespondto them.Asidefrom thepreemptive control-flow checks(which

areautomaticallyaddedat theassemblycodelevel), about25 linesof codewereaddedto theDHCPserversource

code.This configurationis shown in Figure3.

Manager
Fault Tolerance

Chameleon
Daemon Elements

DHCP
Server

Chameleon stub

Chameleon
Daemon

DHCP
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Node 1 Node 2 Node 3

Figure 3. Processes for DHCP Application in Chameleon

4 Dependability Analysis: Objectives,Approach,and Specificsof the Experimental Setup

Theobjective of thisstudyis to characterizeandcomparefail-silenceguaranteesprovidedto aparticularappli-

cationby Voltanandby ChameleonARMORs. Weusea DHCPserver asthetargetapplicationto obtaininsights

into thefollowing issues:

1. Whatfail-silencecoveragecanbeachievedusingfull duplicationof thehardwareandtheapplication(sup-
portedby Voltan)versususingtheerrordetectiontechniquesembeddedinto theapplication(supportedby
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ChameleonARMORs)?2

2. Whatis thecostof eachapproachin termsof (1) performanceoverheadand(2) memoryoverhead?

3. What are the uniqueapplicationcharacteristicsof DHCP that may be usedin selectingan approachto
achieving applicationfail-silence?

Weemploy softwareimplementedfault injection(SWIFI) to characterizetheapplicationbehavior undervariety

of failurescenarios.To performefficient fault injectionexperiments,we mustdetermine:

1. Whatfaultsto inject (our faultmodel),e.g.,control-flow faults,

2. Which componentsto inject faultsinto, e.g.,theDHCPserver process,

3. When(or underwhatconditions)to injectfaults(ourfaulttrigger),e.g.,whentheprogramexecutesaspecific
instruction,and

4. How to categorizeandinterprettheresultse.g.,determineif a run is fail-silent.

Laterin thissectionwediscusstheabove aspectsof our fault injectionexperiments.

4.1 Fault Model

Transientfaultsandsoftwarebugsarethemajorcausesof systemfailures.Dueto thesystemandapplication

complexity andthe large input space,it is not feasibleto studythe systemunderall possiblefailure scenarios.

In any systemfaultscanimpactthecontrolflow of thesoftware,cancorruptmessagesexchangedbetweencom-

municatingprocessesin a distributedenvironment,andcorruptdatain memory(includingstackandheap).We

thereforeselectedseveraltypesof transientfaults,all of whichcanbeinjectedusingsoftwaremethodsandwhich

correspondto thetypeof corruptionoutlinedabove. Althoughit is difficult to emulatesoftwarebugs(dueto lack

of a representative fault models),many of softwarefaultsmanifestin a way similar to transienthardwarefaults

(e.g.,useof uninitializedpointers).Therefore,injectionof transientscanprovide usefulinsight into how gooda

systemis in handlingsoftwarebugs.Thefault modelsusedin thisstudyinclude:

1. High-level, target-specificfaults,e.g.,messagecorruption,messagedrop,messageduplication,andmessage
reordering,

2. Control-flow faults(i.e., targetedmemorybit-flips thataffectaprogram’s control-flow), and

3. Randommemorybit flips into applicationmemoryspace(text, heap,andstack).

2NotethatChameleonARMORssupporta rangeof executionmodesincludingreplicationanda varietyof errordetectiontechniques
to providenodeandprocessfail-silence.In thisstudy, however, we investigatethefail-silenceachievedby usingembeddederrordetection
techniquesalone.
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Theselectedfault typesallow usto provide usefulinsight into failurebehavior of thetargetapplicationandof

the middleware(Voltan andChameleonARMORs). It could be arguedthat we shouldalsoinject CPU register

faultsinto thememoryspaceof theoperatingsystem.Thesetwo fault categoriesareimportantandmight affect

the fail-silencebehavior of the targetapplication.Moreover, many of registerfaultsmanifestin a way similar to

transientsinjectedto theapplicationmemoryspaceandtherefore,might beredundantto thememoryinjections.

In orderto limit thescopeof this study, wemadeadecisionthattheselectedfault classesprovidevalid basisfor a

meaningfulcharacterizationof fail-silencedueto errorsthataffect thetargetapplicationandthemiddleware(i.e.,

ChameleonandVoltan).

4.1.1 High-Level, Target-SpecificFaults

Someimportantfaultsthataffect thesystemcannotbeeasilycreatedwith randommemorybit-flips. A software

bug in a linkedlist class,for example,maycorruptthelist by creatingacycleresultingin repeatedscanningof the

sameentriesin thelist. For suchfaults,analternative to randombit-flips is to usetarget-specificinformation(such

astheaddressesof specificdatastructuresor tables)to guidefault injection.Becausethetargethasknowledgeof

thedatastructures,modifying thetargetprogramby addingfunctionsto injectsuchfaultsat thesource-codelevel

is straightforward. The disadvantageof this approachis that the programmerneedsto includea way to trigger

thefault andlog informationabouttheinjectionparameters.In ourexperimentalsetup,this is simplifiedby using

NFTAPE,whichprovidessuitableAPI callsfor theapplicationto incorporatethenecessaryfunctionality.

Voltan-SpecificFaults: The messagequeuesin Voltan arevulnerablecomponentsbecausethey accountfor a

largepartof Voltan’s structureandits voting protocolmakesheavy useof them. In particular, theDMQ andthe

VMQ queue(shown in Figure1) arethemostvulnerable,sincethey sendmessagesdirectly to theapplicationor to

theothernode.Thus,areasonabletarget-specificfaultmodelis to corruptaselectedmessagequeueby reordering,

duplicating,deleting,or corruptingmessagesin thatqueue.

To supportthesefault models,a target-specificfault injectoroperatingin theVoltanenvironmentwascreated,

asshown in Figure4. The injector requiresa few simplemodificationsto theVoltanapplicationlibrary, suchas

addingafunctionto reordertwo adjacentmessagesin aqueue(fault functionsin Figure4) andproviding ageneric

facility to opena namedpipe (e.g.,a UNIX socket) to wait for trigger eventsfrom the control part of the fault

injectionenvironment(NFTAPE). In addition,an interfaceprocesswasprovided by NFTAPE for receiving and

forwardingtriggereventsfrom NFTAPEto thefault injectionfunction(or target-specificfault injector)executing

in Voltan.

Chameleon-SpecificFaults: In Chameleon,theARMOR processescommunicatedataandcontrolthroughmes-
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Figure 4. Target-Specific Fault Injector Example for Voltan

sages.Hence,thefail-silencepropertyof thesystemdependson the integrity of themessagesbeingexchanged.

Weusemessagecorruptionof Chameleonmessagesjustbeforethemessagesaresentto theclientasfaultmodels

for exercisingthe course-graincontrol-flow signaturecheckon Chameleonmessages.Sincethis checkis only

availablein the full-fledgedARMOR configuration,the target programwe usedis slightly different from those

usedin otherChameleoncampaigns.

To supportthesefault models,a fault injectionelement,written asanARMOR, wasaddedto theapplication.

Sincetheelementexecutesasa threadwithin thesameaddressspaceasthetargetapplication,it hasdirectaccess

to theapplicationspace,includingmessagebuffers.

Thefault injectionelementcanbetriggeredeitherby aninternaltimeror by sendingamessagefrom anexternal

sourceonanamedpipeusingthenamedpipeinterfaceandtheinterfaceprogram,just like theonefor Voltan.

4.1.2 Control-Flow Faults

Control-flow faultscauseadivergenceof theprogramcountervaluesof theapplicationfrom thoseseenduring

a fault-freerun. For thisstudy, specifictypesof control-flow faults(e.g.,executionof wronginstruction)areemu-

latedby flipping singlebits at randomin all thecontrol-flow instructions,includingvariousconditionalbranches,

unconditionaljumps,subroutinecalls,andsubroutinereturns.The instructionsthat form the injection target are

from thefunctionsin themainprotocolengineof theDHCPserver. Theprotocolenginetakestheincomingmes-

sagefrom theDHCPclientasinput,doesthestatetransitionindicatedby theprotocol,anddoesthecorresponding

processingon the input messageto generatethe final outputmessageto the client. This is a critical part of the

DHCPserver, asfaultsherecancausetheserver to make incorrectstatetransitionsandsendout incorrectmes-

sagesto the client, or cancausetheserver to reacha statefrom which it cannotescape,resultingin a hang. In

theChameleonenvironment,thefunctionsin theprotocolenginearemodifiedto includepreemptive control-flow

checkingto detectthecontrol-flow faults.For consistency, thesamesetof functionsis usedin theVoltancaseand

thebaselinecases.
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4.1.3 RandomMemory Bit-Flips

Randommemorybit-flips targeta region in thevirtual addressspaceOf thetargetprocessandrandomlyselect

addresseswithin that region. Becauseeachsectionhasdifferentuses(e.g.,executablecodeis storedin the text

segment,programdataarestoredin theheapsegment,anddatasavedduringfunctioncallsarestoredonthestack),

theanalysisis separatedfor eachsection.

For randommemorybit-flips, we usetwo typesof lightweight fault injectors(LWFIs): debugger-basedand

driver-based. Both LWFIs dynamicallyfind the rangeof the target memorysection,selectan addressand bit

positionat random,andinject thefault whentriggered.

In theexperimentalsetup,all the fault injectionsto theSolaris-basedplatform(including thoseto Chameleon

environment)andall thebaselineinjectionsto theLinux platformareperformedusingdebugger-basedLWFI A

driver-basedfault injectoris usedto insertfaultsinto anapplicationrunningin VoltanbecauseVoltanfailedwhen

runningunderadebugger. NFTAPE[19], thefault injectionenvironmentusedto controltheseLWFIs is described

in Section4.5.

4.2 TargetComponents

In conductingefficient fault injectionexperiments,it is critical to decidewhichcomponentsin thetargetsystem

to inject faultsinto. In this study, we focuson a DHCP server process,andfault injectioncampaignstarget the

memoryspaceof thatprocess.Wealsoinjectedfaultsinto selectedVoltanandChameleonprocesses,whichimpact

thefail-silence.We list thekey componentsof thetwo targetsystemsanddiscussa rationalefor selectingor not

selectingthemasfault injectiontargets:

� DHCP Server: TheDHCPServer processis themaincomponentthatprocessestheDHCPprotocol.Most
of thefault injectioncampaignsaretargetedat thisprocess.

� Voltan Relayand Splitter: TheRelayis aVoltanprocessresponsiblefor sendingdatato theoutsideworld.
The Voltan Splitter is a processoutsideVoltan which servesa gateway betweenthe DHCP client andthe
VoltanRelay. Additional fault injectioncampaignstargetthesecomponents.

� DHCP Client: Theclientcanbeprovidedby a third party(whichwill probablynotuseeithermiddleware).
Althoughclient robustnessandsecuritycanbea concern,they arebeyond thescopeof this paper. We do
not inject faultsto theclient.

� Nizam, FTM (fault-tolerance manager),and Daemon: Voltan’s NizamandChameleon’s FTM andDae-
monarespecificprocessesthatareactive only during the initialization andterminationof theapplication.
Wedonot inject faultsto theseprocesses.

� Communications Inter nal to Middlewar e: We do not target communicationbetweenthecomponentsin
eachmiddlewarebecausewe assumereliabledelivery (from TCP/IP).
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� Communications External to Server: Thoughfaultsto the messagessentbetweenthe client andserver
arelikely to producefail-silenceviolations,thereliability of IP networksis outsidethescopeof thispaper.

4.3 Fault Trigger

A fault triggeris definedasthecriterionfor whena fault is to beinjected.Thecampaignsin thisstudyusetwo

typesof triggers:breakpointsandtimers.

The control-flow fault campaignsseta breakpointat a target addressto determinewhento inject eachfault.

Beforeeachrun, a target addressis randomlyselectedasdescribedin Section4.1.2. The fault injector insertsa

breakpointatthetargetaddresswhentheprogrambeginsto execute.Thefirst timethecodereachesthebreakpoint,

the fault injector (1) corruptsthe instruction,(2) lets the programsingle-stepover the corrupt instruction,(3)

removesthefault sothatit will only activateoncein therun,and(4) letstheprogramresumenormalexecution.

The remainingcampaigns(high-level target-specificfaultsandmemorybit-flips) usea timer to trigger faults.

The fault rateis setto onefault every two seconds(i.e., up to 15 faultspersinglerun of theexperiment). This

particularratewasselectedto causeafaultactivationrateof closeto onefaultperrun. Ourpreviousstudiesshowed

that a low fault rate resultsin a small probability of fault activation andsignificantly reducesthe effectiveness

of fault injection experiments(i.e., many fault injection runsdo not have any impacton the systembehavior).

A high fault ratemay result in activation of multiple faultsduring the sameexperimentalrun, andasa result,

the interpretationof resultscould be misleading. A detailedanalysisof sampledlogs from our fault injection

experimentsconfirmedthatin all casestheobservedapplicationbehavior wasprovokedby asinglefaultactivation.

4.4 Err or Detectionand Classification

For this study, we definea run asa singleexecutionof eachof the targetprocesses.Theclient programruns

for 30 secondsunlessthe fault causesit to terminateearly. If no detectionoccursduring this time, the fault is

declaredinactive. We thendefinea campaignasa setof runsusingthesametarget systemandfault parameters

(e.g.,control-flow faultsto theChameleonversionof DHCP).

Table2 describesthepossibleoutcomesfor eachrun. If therearemultiple outcomes,themoresevereoutcome

is selected.For example,if a run sendsincorrectoutputto theclient andthenterminatesdueto a segmentation

fault, therun is considereda Fail-silenceViolation becausethat is moreseverethantheabnormalterminationof

theprocessdueto anerrorflaggedby theoperatingsystem.Notethattherunwill beconsideredCorrectBehavior

if theserver printsanerrormessagebut otherwiseoperatescorrectly.

In orderto determineif theclient receivesaninvalid message,eachprocess’s outputis storedin a log file and

processedoffline usinganacceptancetest. Thetestreadsthelogsandflagsany messagethatviolatestheDHCP
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protocol.

Table 2. Possib le Outcomes for Each Experimental Run

Outcome Description

Fail-silenceViolation Theclient receivesaninvalid message.
OSDetection A programterminatesabnormallyfrom a signal detectedby the operating

system(e.g.,segmentationerror).
ProgramAborted Programdetectsanerrorandexits.
ServerHang Theserverdoesnot provide its servicein a timely fashion.
MiddlewareDetection Themiddlewaresystemdetectsanerrorandhaltstheapplication.
No Fault Injected Thetriggercriteriondoesnot occur(i.e., theaddressfor a control-flow fault

is not reached).
CorrectBehavior All programsrun correctly.

4.5 NFTAPE

NFTAPE[19], atool for conductingautomatedfault injectionbasedexperiments,wasusedto runthecampaigns

in thisstudy. It providesanAPI for writing simplefault injectorscalledlightweightfault injectors(LWFI). LWFIs

differ from traditional fault injection tools becausethey do not needto includecodefor triggeringfaultsor for

loggingresults,astheseservicesareprovidedby NFTAPE.Simpletriggerswait for eventsandthenuseAPI calls

to senda triggerevent to a LWFI or to anothertrigger(to supporta cascadeof triggers).NFTAPE cancompose

new fault injectionexperimentsby interchangingLWFIsandtriggersthatusetheNFTAPEAPI.

NFTAPE containstwo main components:the Control Host andthe Target Nodes. The Control Host, which

generallyresideson a safenode,processesa file calleda CampaignScript. This file providesinformationabout

theglobalsequencingof eventsin acampaign,suchas,whatprocessesneedto beexecuted,whatparametersthey

take, andwhento run or terminatetheprocesses.Theseprocessescanbetargetapplications,monitors,triggers,

fault injectors,acceptancetests,or otherprocesseson the node. The Control Host also logs the resultsof the

experimentsfor off-line analysis.

Four importantfeaturesof NFTAPEfacilitatedtheseexperiments:

� LWFI API: New fault injectors,suchasthetarget-specificfault injectors,areeasyto write.

� Processmanager: NFTAPE canstartall the processesusedin the experimentandcleanthemup if the
programterminatesabnormally.

� Logging: Theoutputsfrom eachprocess,includingfault injector, trigger, andapplication,areloggedusing
thesameformat.

� Automated experiment sequencing: The campaignscript setsthe orderof events,suchas the order in
whichprocessesrun.
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5 Experiments

Thisstudyusesseveralfault injectionexperimentstoanswerthequestionsposedin Section4asthey applyto the

DHCPapplication.Thesequestionsinclude:(a)Whatis thefail-silencecoverageachievedby processduplication

andby self-checkingARMORs? (b) What is the costof eachapproach?and(c)Whatareothercharacteristics

particularto eachsystemthatmaybeimportantin decidingwhich oneto applyin practice?This sectionpresents

resultsfrom experimentsandcommentson individual fault injection campaigns.Discussionof how the results

answertheabove questionsis savedfor Section6.

5.1 BaselineExperiments

Thefirst setof experimentsusetheoriginal,unmodifiedversionof theDHCPsoftwareexecutingon theLinux

andSolarisplatforms.Theseexperimentsform abaselinecaseto measureimprovementin thefail-silencecoverage

achieved by processduplicationversuslocal detectionalone. The resultsfrom theseexperimentsaregiven in

Tables3 and4.

Table 3. Results from Fault Injection to Baseline Lin ux DHCP Server

Randommemorybit-flips Control
Outcome Heap[%] Stack[%] Text[%] flow[%]

Fail-SilenceViolation 0.2 (0.005,1.1) 0.0 (0.0,0.7) 2.6 (1.4,4.4) 1.1 (0.6,2.0)
OSDetection 13.3 (10.5,16.7) 9.2 (6.8,12.1) 63.0 (58.2,66.9) 19.0 (16.6,21.6)
ProgramAborted 0.0 (0.0,0.7) 4.8 (3.1,7.1) 1.4 (0.6,2.9) 0.0 (0.6,2.9)
ServerHang 0.2 (0.005,1.1) 0.0 (0.0,0.7) 0.0 (0.0,0.7) 0.1 (0.003,0.6)
MiddlewareDetection n.a. n.a. n.a. n.a.
CorrectBehavior 86.3 (82.9,89.1) 86.0 (82.6,88.9) 33.0 (29.3,37.7) 26.5 (23.8,29.4)
No Fault Injected n.a. n.a. n.a. 53.3 (50.2,56.4)
Numberof Runs 500 500 500 1000

Table 4. Results from Fault Injection to Baseline Solaris DHCP Server

Randommemorybit-flips Control
Outcome Heap[%] Stack[%] Text[%] flow[%]

Fail-SilenceViolation 0.6 (0.1,1.7) 0.2 (0.005,1.1) 4.4 (2.8,6.6) 1.4 (0.6,2.9)
OSDetection 29.4 (25.4,33.6) 18.2 (14.9,21.9) 47.0 (42.6,51.5) 29.0 (25.1,33.2)
ProgramAborted 0.0 (0, 0.7) 1.8 (0.8,3.4) 1.0 (0.3,2.3) 0.4 (0.05,1.4)
ServerHang 0.2 (0.005,1.1) 0.2 (0.005,1.1) 0.8 (0.2,2.0) 0.2 (0.005,1.1)
MiddlewareDetection n.a. n.a. n.a. n.a.
CorrectBehavior 69.8 (65.6,73.8) 79.6 (75.8,83.0) 46.8 (42.4,51.3) 13.6 (10.7,16.9)
No Fault Injected n.a. n.a. n.a. 55.4 (50.9,59.8)
Numberof Runs 500 500 500 500

Eachcolumnin thesetablesrepresentsonecampaign.The valuesin the columnarethe percentageof runs

resultingin eachpossibleoutcome(listedin thefirst column)followedby 95%confidenceinterval on thepercent-
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ageof runs(in parentheses).For example,in Table3, 2.6%of theruns(i.e.,13 of 500runs)in thefault injection

campaignthat targetedtheapplicationtext-segmentcausedfail-silenceviolations,andthe95%confidenceinter-

val is (1.4%,4.4%).Theconfidenceintervalsarecalculatedassuminga binomialdistribution. Thelastrow gives

the numberof runsusedin the campaign3. For the baselineexperiments,thereareno explicit error detection

mechanisms,andconsequentlytheMiddlewareDetectioncategory is alwayszero.

Theresultsindicatethata significantpercentageof faults(which manifestedaserrors)aredetectedby theop-

eratingsystem(e.g.,19.0%and18.3%of controlflow errorsaredetectedby Linux andSolarisOSs,respectively).

Randominjectionsto memoryshow that thetargetapplicationis particularlysensitive to the text segmentinjec-

tions, wherethe largestpercentageof fail-silenceviolation is observed (2.6% and4.4% for Linux andSolaris

platforms,respectively). TheDHCPexecutingon Linux platformseemsto bemorefail-silent thanwhenit runs

on Solarisplatform. It is difficult to saywhetherthis is dueto intrinsic differencesbetweenthe two operating

systemsor to differencesin thePentiumandSparcarchitectures.

5.2 Voltan Experiments

Fault injection experimentsin Voltan target the server, the relay, and the splitter processes(seeTables5-7

respectively). 4 Previous experimentsto determinehow differently the LeaderandFollower processestolerate

faultsshowedthatVoltanwasableto maskcertainfaultsto theFollower thatit couldnotmaskfor theLeader, but

otherwisethey behavedequally[18]. Basedon this result,we injectedfaultsonly to theLeadernode.

Weobservethattheprimarymodeof errordetectionremainsoperatingsystemdetection(i.e.,applicationcrash),

e.g.,theoperatingsystemdetects63.8%,36.0%,and54.0%faultsinjectedto the text segmentof theserver, the

relay, andthesplitter, respectively. Theresultsfrom therelayprocessaresimilar to thoseof theserverprocess.In

neithercasedo we observe fail-silenceviolation. Themajordifferencein theresultsfor theDHCPserver andthe

relayis in thenumberof faultsthat leadto applicationmisbehavior. This percentageis significantlylower for the

relayprocess.This resultis expectedbecausetherelayis muchlesscomplex thantheserver, performslesswork,

andmaintainsvery little stateinformation.

Table 6 is includedto show that faults to the relay processbehave similarly to thoseinjectedto the server

3In eachof the caseswe performedthe fault injection experimentsuntil the distribution of outcomesstabilized,e.g., 4 (and the
associated95%confidenceintervalsfor individualoutcomeswerewithin acceptablelimits). Observethattheratiobetweenthepercentages
correspondingto individual outcomeswithin a given fault injection campaignis large enoughfor us to identify major failure categories
andtheir significancefor thesystemoperation.In this context, 500runsper fault injection campaignwassufficient to draw meaningful
conclusions.

4In the current implementationof Voltan, faults were injectedusing a driver-basedfault injector, as Voltan currently doesnot run
properly undera debugger(consequentlywe could not usethe debugger-basedfault injector). The driver-basedfault injector cannot
determinepreciselywhethera specificfault wasexercised,asthebreakpointtriggerdoes.
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process.Becausetherelayprocessis muchsimplerthantheserver, thefault activationrateis lower for therelay

process.

Table 5. Results from Fault Injection to Voltan DHCP Server

Randommemorybit-flips Control Message
Outcome Heap[%] Stack[%] Text[%] flow[%] faults[%]

Fail-SilenceViolation 0.0 (0.0,0.7) 0.0 (0.0,0.7) 0.0 (0.0,0.7) 0.0 (0.0,0.7) 0.0 (0.0,0.7)
OSDetection 19.2 (15.8,22.9) 6.2 (4.2,8.7) 63.8 (59.4,68.0) 25.2 (21.5,29.2) 0.0 (0.0,0.7)
ProgramAborted 0.0 (0.0,0.7) 0.0 (0.0,0.7) 0.0 (0.0,0.7) 0.0 (0.0,0.7) 0.0 (0.0,0.7)
ServerHang 6.0 (4.1,8.4) 7.2 (5.1,9.8) 6.4 (4.4,8.9) 4.4 (2.8,6.6) 6.0 (4.1,8.5)
MiddlewareDetection 1.0 (0.3,2.3) 0.2 (0.005,1.1) 3.0 (1.7,4.9) 3.8 (2.3,5.9) 0.0 (0.0,0.7)
CorrectBehavior 73.8 (69.7,77.6) 86.4 (83.1,89.3) 26.8 (23.0,30.9) 66.6 (62.3,70.7) 94.0 (91.5,95.9)
No Fault Injected n.a. n.a. n.a. n.a. n.a.
Numberof Runs 500 500 500 500 500

Table 6. Results from Fault Injection to Voltan DHCP Relay Process

Randommemorybit-flips
Outcome Heap[%] Stack[%] Text[%]

Fail-SilenceViolation 0.0 (0.0,1.8) 0.0 (0.0,1.8) 0.0 (0.0,1.8)
OSDetection 10.5 (6.6,15.6) 7.5 (4.3,12.1) 36.0 (29.4,43.1)
ProgramAborted 0.0 (0.0,1.8) 0.0 (0.0,1.8) 0.0 (0.0,1.8)
ServerHang 1.5 (0.3,4.3) 0.0 (0.0,1.8) 4.0 (1.7,7.7)
MiddlewareDetection 0.0 (0.0,1.8) 0.0 (0.0,1.8) 0.0 (0.0,1.8)
CorrectBehavior 88.0 (82.7,92.2) 92.5 (87.9,95.7) 60.0 (52.9,66.8)
No Fault Injected n.a. n.a. n.a.
Numberof Runs 200 200 200

Table7 shows that fault injectionsto thesplitter leadto fail-silenceviolations. Althoughthesplitter is techni-

cally outsideVoltan(andassuchis notduplicated),it is essential(sinceit providesavoting gateway to theclient)

for runningVoltan in the modein which a server is duplicatedbut not the client. The resultsillustratethat this

singleprocessmay becomea fail-silencebottleneckand,regardlessof its simplicity, canimpactthe fail-silence

guaranteesprovidedby theoverallsystem.In otherwords,caremustbetakento ensurethatthissingleentitydoes

not compromisethesystem.

5.3 ChameleonARMOR Experiments

The resultsfrom fault injectionexperimentsperformedwith Chameleonareshown in Table8. 5 We observe

a significantreductionin thepercentageof errordetectionsby theoperatingsystem(i.e., reductionof application

5Thenumberof runsperfault injectioncampaign(givenin thelastrow of theTable 8) variesbecauseweignoreexperimentsfor which
the application,becauseof a fault, doesnot even start to execute,andconsequentlywe cannotclassifythesecasesasoperatingsystem
detectionor programabort.
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Table 7. Results from Fault Injection to Voltan DHCP Splitter Process

Randommemorybit-flips
Outcome Heap[%] Stack[%] Text[%]

Fail-SilenceViolation 0.0 (0.0,1.4) 0.4 (0.1,2.2) 0.8 (0.1,2.8)
OSDetection 0.0 (0.0,1.4) 1.2 (0.3,3.5) 54.0 (48.0,60.3)
ProgramAborted 0.0 (0.0,1.4) 0.8 (0.1,2.8) 22.0 (17.0,27.7)
ServerHang 5.2 (2.8,8.7) 0.0 (0.0,1.4) 21.6 (16.7,27.2)
MiddlewareDetection n.a. n.a. n.a.
CorrectBehavior 94.8 (91.3,97.2) 97.6 (94.8,99.1) 1.6 (0.4,4.0)
No Fault Injected n.a. n.a. n.a.
Numberof Runs 250 250 250

crashes).For example,for control-flow errors,the percentageof OS detectionis reducedfrom 29.0%(for the

DHCPbaseline)to 4.6%whenrunningin Chameleon.TheresultsindicatethatChameleonmiddlewareprovides

high coverageand detectsa significantpercentageof errors. The text segmentsignaturechecker detectstext

segmentfaultsin almostevery run, includingrunswhich would have completedwithout errorotherwise.It also

eliminatesthefail-silenceviolationscausedby faultsin thetext segment.

For thecontrol-flow fault injectioncampaign,the text segmentsignatureis disabled.In this case,we observe

that 36.0%of faults injectedinto the applicationtext segmentaredetectedby preemptive control-flow check-

ing. More importantly, fail-silenceviolation casesarefully eliminatedwhenrunningin Chameleonwith enabled

preemptive controlflow checking.

In randominjection to the heapandstack,we still have a significantpercentageof faults that do not leadto

applicationmisbehavior. This is becausethe heapmemoryallocatedin the Chameleonversionof DHCP hasa

sizeof 866KB,only asmallpercentageof which is actively usedby theapplication(in thebaselinecasetheheap

hada sizeof only 84KB). Consequentlymostfaults injectedinto the heapaffectedthe Chameleonlibrary (and

possiblyaffectedelementsthatwereunused)ratherthantheapplicationpartof theembeddedARMOR process;

this resultsin a low fault activationrate.To compare,theheapmemoryallocationsfor standaloneDHCPrunning

onLinux andfor DHCPexecutingin Voltanwere56KB and100KB,respectively.

Table 8. Results from Fault Injection to Chameleon DHCP Server

Randommemorybit-flips Control Message
Outcome Heap[%] Stack[%] Text[%] flow[%] faults[%]

Fail-SilenceViolation 0.0 (0.0,0.8) 0.6 (0.1,1.8) 0.0 (0.0,0.8) 0.0 (0.0,0.6) 18.4 (15.1,22.1)
OSDetection 8.8 (6.4,11.8) 9.4 (6.9,12.3) 1.3 (0.5,2.8) 4.6 (2.9,6.8) 0.0 (0.0,0.7)
ProgramAborted 0.2 (0.006,1.2) 0.0 (0.0,0.8) 0.0 (0.0,0.8) 0.0 (0.0,0.6) 0.0 (0.0,0.7)
ServerHang 0.0 (0.0,0.8) 0.2 (0.005,1.2) 0.0 (0.0,0.8) 0.2 (0.005,1.1) 0.0 (0.0,0.7)
MiddlewareDetection 0.0 (0.0,0.8) 0.0 (0.0,0.8) 98.7 (97.2,99.5) 36.0 (31.8,40.4) 7.2 (5.1,9.8)
CorrectBehavior 91.0 (88.0,93.4) 89.8 (86.7,92.4) 0.0 (0.0,0.8) 0.8 (0.2,2.0) 74.4 (70.3,78.2)
No Fault Injected n.a. n.a. n.a. 58.4 (53.9,62.8) n.a.
Numberof Runs 464 471 470 500 500
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Thepurposeof thehigh-level, target-specificmessagefaultsis to exercisethecoarse-grainedsignaturein the

full-fledgeARMOR versionof DHCPapplication.Faultsareinjectedinto thefirst 64bytesof themessageheader.

In this setup,the coarse-grainedsignaturechecksfor correctmessagetypes. The messagetype constitutes4

out of the 64 bytesin the messageheader. As a result,a significantpercentageof errorsescaped;18.4%of the

errorscauseda fail-silenceviolation (seeTable8). It is worth noting that designingefficient mechanismsfor

detectingdataerrors(i.e., dataresultingfrom a computationandexchangedamongprocesses)requirestaking

into accountspecificsof theapplication.Consequentlyit is difficult to generalizetheseerrordetectiontechniques

acrossdifferentapplicationsandsystems.

5.4 PerformanceEvaluation

An importantconsiderationis how muchoverheadis beingpaidto achieve fault tolerance.For computationally

intensive applications,overheadsaregenerallymeasuredby comparingthetime it takestheprogramto complete

with andwithout the fault tolerancetechniques.With server-basedapplications,overheadcanbe measuredas

theamountof time it takestheserver to completea requestor asthemaximumratetransactioncompletionrate

(transactionspertime). For thisstudy, wemeasuredthetime it takestheserver to completea transactionfrom the

client’s perspective, i.e., thetimebetweentheclient’s requestandtheclient’s receiptof a response.

Theclient in this casemakestwo typesof requests.Thefirst request,DHCPDISCOVER, is usedto locatethe

server whenthe client first startsup. The secondrequest,DHCPREQUEST, is usedto requestor renew an IP

address.Theoverheadthatwemeasuredincludesthetimetherequestpacket is onthenetwork, thetimetheserver

spendsprocessingtherequest,andthetimeOSspendsbeforeschedulingtheprocesses.For theDHCPREQUEST

packet, theserver alsoneedsto write theleasefile to disk.

Theperformanceoverheadis calculatedasfollows:
�����
	���
����
��������� averagetime to completeaclient requestusingthemiddleware(Voltanor Chameleon)

averagetime to completeaclient requestin thebaselinecase
Table9 shows theresultsof measurementstakenon eachtargetsystem.For eachmessagetypeandeachtarget

middleware,thetablegivesthemeanandstandarddeviation(in milliseconds)of themeasuredresponsetimesover

morethan100messages(userrequeststo DHCPserver). Theresultsshow that theChameleonoverheadis very

small,while theVoltanoverheadis closeto 80%.A majorcontributor to theoverheadin Voltanis thetimeneeded

to synchronizeprocesses.

Table9 alsoshows significantdifferencein theexecutiontime of thetwo protocolphases–DHCPDISCOVER

(4.77ms)andDHCPREQUEST(52.4ms;involveswriting to disk)–ontheSolarisplatform.OntheLinux platform,

thesetwo protocolphasesrequireapproximatelythesameamountof timeto complete.Theobservedperformance
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differencesaredueto thedifferentbehavior of theSolarisandLinux operatingsystemswhenaccessingtheNFS.

Whena programwrites to NFS in Solaris,thewrite call blocksuntil thedatahasbeensaved to disk, but Linux

allows thewrite to returnimmediately.

Table 9. Round-trip Transaction Times (in milliseconds)

BaselineLinux Voltan BaselineSolaris Chameleon

DHCPDISCOVER-MessagePhase[ms]
MeanTime 29.5 52.9 4.77 4.84
Stand.Dev. 6.89 12.9 3.51 2.90
Overhead 79.3% 1.4%

DHCPREQUEST-MessagePhase[ms]
MeanTime 28.5 49.5 52.4 53.3
Stand.Dev. 6.87 7.53 13.7 9.04
Overhead 73.7% 1.7%

6 Discussion

In this section,we discussthe lessonslearnedfrom this study. The experimentsprovide useful insightsinto

boththefail-silentbehavior of theapplicationandits resourceusage.

6.1 Claims of Fail-Silence

Voltan case. One of the goalsof this study was to assesshow well eachof the target systemsdefendsits

claimsof fail-silence.Voltanclaimsto provide fail-silencewhena singlenodeexperiencesany arbitraryfailure

mode. Voltan succeededin this objective for all 2600runs(Tables5 and 6). The only exceptionis the splitter

process,whichalthoughsimpleandhighly reliablecanbeasinglepoint of failure(asshown in Table7). In about

4.0%to 7.0%of theruns,theserver hung(seeTable5). This meansthatalthoughthefail silenceis not violated,

Voltanprocessesmustberestartedto enablefurtherservicesfrom theDHCPserver, which in turnwill impactthe

availability metricof thetargetapplication.

Chameleoncase. Chameleonsucceededin providing fail silenceto the applicationin 99.84%of 1905runs

(Table8). With respectto thespecifictechniquesused:

Thetext segmentsignature detectionwasshown to be very affective at detectingfaults. In 98.7%of the runs

with text segmentfaults, the signaturedetecteda fault. In the remaining1.3%, the systemexited on an illegal

memoryaccess(buserror).
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For control-flowfaults, Chameleonwasableto detect86.5%of theactivatedfaults(column5 in Table8) 6. The

remaining13.5%of control-flow faultscrashtheserver process(OSDetection),hangtheserver process(Server

Hang),or do not impacttheapplication(CorrectBehavior). Observe that in all thesecasesthefail silenceof the

applicationis not violated.

The percentageof runsthat completedsuccessfully(CorrectBehavior) without a detectederror wasreduced

from 13.6%to 0.8%(Tables4 and8). This couldsuggestthattheassertionhaltsprogramswhichprobablywould

completecorrectly. It is alsopossiblethat the injectedfault remainsdormantfor a time longerthana singlerun

of theexperimentandcanimpacttheapplicationin a long run. In this scenariopreemptive control-flow checking

reduceserrordetectionlatency andpreventspossibleerrorpropagationin thefuture. Comparingthecontrol-flow

fault injection campaignfor Chameleonwith the onefor baselineSolaris,the casesof fail-silenceviolation are

eliminatedandthe numberof uncaughtoperatingsystemsignalsis reducedby a factorof 6 (from 29% for the

baselinecaseto 4.6%in Chameleon;Tables4 and8).

6.2 Summary of ComparisonbetweenVoltan and Chameleon

In Table10thetwo targetmiddlewaresystemsarecomparedby assessingthefail-silencecoverage,performance

overhead,and resourceoverhead. Control-flow faults and the randommemoryfaults injectionsto the DHCP

server constitutea basisfor thecomparison.TheDHCPserver processis a commonentity presentin all studied

configurations(baselinecases,Voltan,andChameleon).Also control-flow faultsandrandommemoryfaultsare

injectedto studyeachof theDHCPconfigurations.In otherwordstheextent to which faultsdirectly impactthe

DHCP server processcreatestha basisfor our comparison7. In our analysisthe fail-silencecoverage(given in

Table10) is calculatedasfollows: ��� numberof fail-silenceviolation runs
total numberof runs .

The overheadin Chameleonincludesthe time to executethe control-flow assertionblocks. The overheadin

Voltan appearsto be the time to synchronizethe Voltan processesand to exchangedmessagesbetweenthem.

Voltanrequiresseveral logical processes–eachprocessneedsto beduplicateddoublingtheaggregateCPUload.

To comparethe resourceoverheadof eachsystem,we look at the numberof processesneededand the factor

of utilization overheaddueto replication. Thesearegiven asNumberof ProcessesandUtilization Overheadin

Table10.

6Recall that not activatedfault (“No Fault Injected” outcomecategory) meansthat the fault is injectedhowever the part of the code
containingthecorruptedinstructionis notexercisedduringtheexecution.

7Faultsinjectedto messagesarenot consideredsincethey usedifferentfault modelsfor eachsystem.Messagefaultscouldbea cause
for concernin thecaseof Chameleonaswe observe fail silenceviolationsin 18%of theruns. However, this is not thedeficiency of the
design,ratherinefficiency of an early implementationof the Chameleon(e.g.,at the time of experimentsChameleoncould not handle
duplicatemessages).More importantlyevenif weincludetheescapes,thefail silencecoverage(overall runs)is reducedslightly (to 97%).
Thisshouldnotbecomparedwith thebaselinecase,becausethebaselinecasedoesnot includefault injectionto messages.
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Table 10. Summar y of Comparisons

Voltan Chameleon

Fail-silenceCoverage
Randommemorybit-flips 100% 99.79%
Control-flow faults 100% 100%
WeightedAverage 100% 99.84%

AveragePerformanceOverhead(Table 9)
PerformanceOverhead 76.6% 1.70%

MemoryConsiderations
Voltan BaselineLinux Chameleon BaselineSolaris

Text size(KB) 2484 319 1791 1018
Text overhead 7.79 1.76
Heapsize(KB) 100 56 866 84
Heapoverhead 1.79 10.3

CPUResources
Numberof Processes 6 1 4 1
Utilization Overhead 2 1

6.3 DetectionLatency

An importantmetric is the detectionlatency for eachsystem. For Chameleon,the control-flow faults were

detectedwithin a few cyclesof whenthey wereinjected,andtherandomtext segmentfaultsmayhavebeenlatent

for up to 5 secondsbeforebeingdetected(the checkexecutesevery 5 seconds).For Voltan, faults wereonly

detectedwhentheserver senta messageandafterdetectinga potentialfault; thevoterwaits indefinitely for the

faultynodeto sendacorrectmessage.ThoughthelogsNFTAPEproducesincludethetimesthefaultwasinjected

andwhenit wasdetected,theseresultsarenotpresentedin thispaperdueto spacelimitations.

6.4 Comparisonof DHCP Application and ScientificApplications

Theexperimentsshedlight onspecificareasof thetargetapplication’s behavior. Theresultsshow thatthefault

activation ratefor theDHCPserver is muchlower thanthatof scientificapplicationsor simplealgorithms,such

asquick sort,usedin earlierstudies[17, 9].

To betterunderstandhow generalizableour observationswere, we performedsimilar study using scientific

applications- radix sort (a linear time integer sorting algorithm) and FFT (Fast Fourier Transform)- as fault

injection targets. Due to spacelimitations, Table11 outlinesthe key findings. From injecting randommemory

faults and target specificfaults we observe an average99.2%and 90.2%fail silencecoveragefor Voltan and

Chameleon,respectively (rows 3 and 4 in Table11). The immediateconclusionis that the type of workload

impactsthe measuredfail silencecoverage. Radix sort and FFT applicationsare more computationintensive

thanDHCP. Both applicationsactively usethe heapmemoryto storelarge datasetsandconsequentlythereis
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a high chancethat any fault to the heapwill affect the resultsproducedby the applications. Chameleondoes

not provide protectionto datastoredin dynamicallyallocatedmemory(i.e., theheap)andconsequentlythe fail

silencecoveragedrops(row 3, columns4 and 5 in Table 11) comparedwith DHCP (whereChameleonself-

checkingmechanismsachieved 99.84%fail silencecoverage).Also, Voltandoesnot protectall dataresidingon

theheap,however, dueto thenatureof theduplication,Voltanstill protectswell dataexchangedbetweenthenodes

(theLeaderandtheFollower). Consequentlythe fail silencecoveragedoesnot drop thatsignificantlycompared

with DHCP(wherefull duplicationin Voltancoveredall injectedfaults).

Table 11. Summar y of Results from Fault Injection to FFT and radix sor t

Fail-silenceCoverage
Voltan Chameleon

FFT rsort FFT rsort
Randommemorybit-flips 97.6% 98.4% 78.9% 83.3%
(stack,heap,text)
Target-specificfaults 100% 100% 98.9% 100%
(e.g.,messagecorruption,
messageduplication)

Our experimentswith DHCP applicationshow thatasmallpercentageof theheapandstackdatais critical for

service-basedapplicationssuchasDHCP or that a small percentageof the allocatedspaceis actuallyused. In

DHCPapplication,theheapallocatesspacefor several tableswhereonly a few entriesarein use. For example,

oneof thetablesallocatesentriesto hold datafor eachsubnettheserver manages,but only onesubnetwasin use

in ourexperimentalsetup.Consequently, only aportionof this tablewasaccessed.

Likewise, the stackalsoappearsto be lesssensitive to faults in service-basedapplicationsthan in scientific

applications.This is for temporalreasons.In a service-basedapplication(suchasDHCP), theprogramspends

mostof its time waiting for an event. While the programis waiting (i.e., in thedispatch() function in the

DHCPcase),thestackcontainsvariablesandregistersfrom functionssuchasmain() thatcalleddispatch().

Thedatafrom thesefunctionsaredead(i.e., they will neverbeusedagain)becausedispatch() doesnotreturn.

Theactivation ratewould increaseby usinga breakpointto triggera stackfault while theserver is processinga

requestor by targetingthedataat thebottomof thestack,which is morelikely to beused.

6.5 Issuesfor ComparisonStudies

As oneof the first studiesto comparetwo software-basedapproachesto providing fail-silenceguaranteesto

applications,this studyuncoveredsomeimportantissuesfor futurestudies.

� Althoughwe tried to inject thesamefaultsinto eachversion/configurationof thetargetapplication,subtle
differencesbetweentheversions/configurationsmadeit difficult to guaranteeinsertingof thesamefaults.
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� A typicalassumptionthatwell understoodfaultmodel,suchasrandombit-flip to memory, wouldbecompa-
rablebetweentheversionsof thetargetapplicationis notentirelytrue.Memoryregionshavedifferentsizes
in eachversion.For example,thesizeof theheapregionwas56KB for Linux, 84KB for Solaris,100KBfor
Voltan,and866KB for Chameleon.To compensatefor thesedifferences,it maymake senseto adjustthe
fault rateto hold thefault rateperbit of memoryconstant.

� The DHCP applicationexecutesas a single process/threadin the baselinecasesand as a multithreaded
processin Voltanandin Chameleon.Multithreadedprogramsuseseveralstackswithin thesamememory
region. Consequently, it is difficult to draw directcomparisonsin thestackfault injectioncampaigns.

We overcomesomeof theseuncertaintiesby usinga moreseverefault modelthantheoneusedin mostother

studies,i.e., we includefaultsthe target systemswerenot explicitly designedto tolerate.Our resultsagreewith

thosereported,for example,in [17]), given the differencesbetweenthe applicationsnotedin Section6.4. We

believe thatuncertaintiesin our experimentstowardstheconservative side,i.e., we do not overestimatethe fail-

silencepropertyof thesystems.

7 Conclusion

In this paper, we study two software-basedapproachesto providing fail silenceto applications:(1) process

duplication,assupportedby Voltan,and(2) internalerrordetection,asprovided by ChameleonARMORs. The

key objective is to assessthecoverageandthecost(in termsof performanceandmemoryoverhead)of the two

approaches.As a target for this study, we useDynamicHostConfigurationProtocol(DHCP)application.A set

of fault injectionexperiments(usingNFTAPE) is performedto characterizefail-silentbehavior of theapplication.

Severalconclusionscanbedrawn from thisstudy:

1. Processduplicationcanprovide very high fail silencecoverage(in our experimentsVoltancoveredall in-
jectedfaults to the Voltan processes)with the price of significantperformance(76.6%in Voltan) andre-
source(e.g.,memory, thenumberof neededprocesses)overhead.

2. Software-basedself-checkingmechanismsoffer high (but not perfect)fail silencecoverage,(Chameleon
ARMORsachieved99.84%fail silencecoverage)with relatively smallperformance(1.7%usingChameleon
ARMORs)andresourceoverhead.It shouldbenotedthat theseoverheadsdependon theapplicationtype
(service-basedor control-centric)usedin thisstudyandmaydiffer for moreCPU-intensive applications.

3. Themajorreasonfor imperfectcoverageprovidedby ARMORsis alackof efficientmechanismsfor detect-
ing dataerrors(i.e., dataresultingfrom a computationandexchangedamongprocesses).Designingsuch
mechanismsrequirestakinginto accountthespecificsof theapplication.Consequently, it is difficult to gen-
eralizetheseerrordetectiontechniquesacrossdifferentapplicationsandsystems.For example,ARMORs
supportcoarse-grainedsignaturechecksfor a messagetype, which constitutesabout6% of the message
header;theremainingportionof theheaderis notprotected.

4. A userperspectiveontheservicesprovidedby theapplication(in termsof requirementsonserviceavailabil-
ity, timeliness,security, andperformance)shouldbeconsideredasa criterion for selectingan appropriate

24



approachto achieving fail silence. In makingthis decision,it is critical to understandapplicationfailure
modesandfailure frequenciesandto analyzewhether, for example,self-checkingalonecanprovide suffi-
cientlyhigh fail-silencecoverageandat whatcost(in termsof performanceandresourceoverhead).
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