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Abstract

This paper usesfault injection to compae the ability of two fault-tolerant softwae architectuesto protect
an applicationfrom faults. Thesetwo architectues are \Woltan, which usesprocessreplication,and Chameleon
ARMORswhich useself-dteking Thetarget applicationis a DynamicHost Configuation Protocol (DHCP)
server a widely usedutility for manajing IP addresses.NFTAPE is usedto inject three classesof faults into
ead softwae architectue andinto baselineSolarisand Linux versions. Thesecampaignsisecontiol-flow faults,
high-level target-specifidaults,andrandommemorybit-flips. Theanalysisfoundthat Voltan provided 100%fail-
silencecoverage againstfault typesinjectedand Chameleorachieved coverage of 99.84%.However Chameleon
hada mud lower overheadn termsof resoucesandresponsegimes(aboutl.7%compaedto 76.6%in Voltan).

Keywords: Fault Injection, Dependability Software-Implementeéault Tolerance Fail-Silent, Distributed Com-
puting

1 Intr oduction

A commonassumptiormadein software-implementedault tolerancemechanismssuchasmessagéogging,
checkpointingandprocesgeplication,is thatthe processingelementswill suffer only crashfailures,i.e., a pro-
cessingelementwill eitherperformcorrectstatetransitionsor it will ceaseo functionandbecomesilent. To meet
thisassumptionn arealisticmannersomeform of self-checkingacility is requiredwithin anelemento detecta
faulty statetransitionandstopthe elementrom producingary furtheroutputs.Field studieshave alsoshavn that
in a distributed environmentexecutingon off-the-shelfhardware componentsthe fail-silenceassumptiorcanbe
violated[20]. Therearetwo waysof achie/ing thefail silencepropertyin a distributedervironment:

1. makethesystemcomponen{processinglementself-checkingj.e.,thecomponenaiwaysproducesither
the properoutputor no output [14].

2. allow the systemcomponento producea wrong output(fail silenceviolation) anddelegatedetectionand
recovery to areceving end [5].



In this studywe assumethe first approacht andwe analyzetwo software-basedniddlevarearchitecturegor
providing fail silence:Voltan[5] andChameleorARMORSs (Adaptive Reconfigurabléviobile Objectsfor Relia-
bility) [8]. Voltanusesreplicatedprocesseanda voting algorithmbetweerprocesseso provide fail-silence.The
Chameleordesignsupportsa rangeof executionmodesincluding replication(e.qg.,resultsfrom TMR execution
in anearlierChameleorimplementatiorareprovidedin [8]) andavarietyof errordetectiortechniquego provide
nodeandprocesdail-silence.ChameleorARRMORspossesa setof internaldetectiormechanism#o achieve the
self-checkingpropertywithout usingduplication. This studyusesfail-silenceasa metricbecaus€l) it is acom-
monly usedmetric for distributed systemsand(2) both target systemsclaim to provide fail-silence. The goal of
this studyis to comparehefail-silencecoverageprovidedby theinternalerrordetectiontechnique®f Chameleon
ARMORswith Voltan's full duplicationapproachThetargetapplicationis DynamicHostConfigurationProtocol
(DHCP)[6, 1], anontrivial applicationfor dynamicallocationof IP addresse® clientsin a network.

To analyzethe fail-silence of eachsystem,we conducta set of fault injection campaignsemplg/ing NF-
TAPE[19], atool for composingandexecutingfaultinjection experimentsn a distributedervironment. Besides
usingtraditionalrandommemorybit-flips, we alsofocuson injecting control-flov faultsandhigh-level, tamget-
specificfaults. Control-flov faultsaffect the execution-flav of a processg.g.,a corruptbranchinstruction. An
exampleof a high-level, taiget-specifidaultis a corruptmessagén a specificmessageueue.

Theexperimentakesultsallow usto derive quantitatve measuresyhich characterize:

1. Fail-silencecoverageachiered by processduplication(in Voltan) and by embeddingthe error detection
techniquesnto theapplication(supportedby ChameleorARMORS).

2. Thecostof eachapproactin termsof performanceandresourceoverhead.

The derived measuresind experimentaldataprovide insightsinto eachsystemandsene asa basisfor char
acterizingthe fault behaior of DHCP As the resultsare obtainedfrom a single study cautionis necessaryn
generalizinghemto otherapplicationsandsystems.

Therestof the paperis organizedasfollows. Section2 describeselatedresearclon fail-silentnodesandtheir
validation. Section3 providesbackgroundnformationon Voltan, ChameleonDHCRE, and NFTAPE. Section4

describesour validation methodology Section5 presentghe experimentalresults. Section6 provides some

It canbe arguedthatdistributedsystemsshouldbe designecasedon approach?’ (i.e., thereceving enddetectsaninvalid message
andpreventsthemessag@rocessingasopposedo approachl’ (i.e.,makingthecomponentself-checking) Selectingheright approach
is of coursea designdecision. However, fault-tolerantsystemssuchas Tandemare substantiallypbasedon approach(1) (*f ail-fastself-
checking”componentsjo achieve fasterrordetectiorandrapidrecovery. In ourexperienceleleygatingdetectiorandrecoveryto areceving
endcancontritute to a significantincreasean error detectionlateny andcancomplicatethe recosrery procesge.g.,an error canimpact
morethanonenode).



insightinto the dependabilityattainedby Voltanand Chameleorandperformanceverhead.Section7 concludes

thepaper

2 RelatedWork

Thefail-silencepropertyof severalexperimentaprototypeshasbeenstudied mostlyusingfaultinjectioncam-
paigns.Pin-level injectionusedon the DraperFault TolerantMulti-Processof12] foundthatthe systemcorrectly
handledall 21,000faultsthatwereinjected. MESSALINE [2] wasusedto assesshe DELTA-4 architecturd14],
in particularthe self-checkingnechanism®f the Network AttachmentControllersintendedto supportthe fail-
silent propertyof nodesin the network. Fault injection results[3] shaved that the network controller covered
85-90%of the injectedfaults andthe later study (on the improved network controller) reportedthe fail-silence
coverageof 99%[15].

The MARS architecturd16, 11] usesa combinationof special-purposbardware (e.g.,comparatorsandsoft-
wareapproachese.g.,doubleexecution)to provide fault tolerance.Karlssonet al. [9] usedthreephysicalfault
injection techniquegheavy-ion radiation, pin-level injection, and electromagnetiénterferences}o assesshe
coverageof errordetectiormechanism#n this system.They foundthatthe hardwareandsystemsoftwaremech-
anismsprovided 97.6% fail-silencecoverage. Adding application-lgel checksumsn messagesmproved the
coverageto 98.7%. A software injection study for the samesystem[7] shaved fail-silencecoverageof 85%
without application-lgel detectionmechanismswith the coveragebecomingperfectwhen application-specific
checks,e.g.,dataconsisteng checkswereadded. A direct comparisorof the two studiesof MARS systemis
difficult sincethey seemo focuson differentsetsof faults. Neverthelessthey illustratethefactthatit is important
to developacommonbasisfor comparingsystemsandresultsfrom faultinjection.

A few studieshave comparedhe dependabilityof differentsystemson a commonbasis.Koopman[10] com-
paredthe robustnessof 13 differentPOSIX operatingsystemsby testingtheir systemcalls and C library calls.
Tsai[21] comparedthe reliability of threeversionsof Tandems TMR-basedprototypemachines. Madeiraet
al. [13] usedphysicalfaultinjectionto testthe built-in detectiontechnique®f two processorsZ80 andMC68K.

No previous study however, hasemplo/ed fault injection to comparedifferentsoftware-implementedniddle-
waresfor providing fail-silentprocessesThis requiresattemptgo establisha soundexperimentalapproachusing

substantiatagetapplications.



3 SystemDescriptions

This sectionfirst describeghe fundamental®of the two target systems. Detaileddescriptionsof Voltan and
Chameleorcanbefoundin [5] and[8], respectrely. Next, it describeghetargetapplication,the DynamicHost

ConfigurationProtocol(DHCP).
3.1 Voltan

Voltanassumeshata failed processcanexhibit Byzantinebehaior but thateachnonfaulty processansigna
messagdé sendsby affixing the messagevith a message-dependentifoigeablesignature. A nonfaulty process
is assumedo beableto authenticatary messagét receves. Thecomputatiomperformedoy a processs assumed
to be deterministic. Voltan processesre distributed and communicatevia passingmessagesSo, if nonfaulty
replicashave sameinitial statesthenthey will produceidenticaloutputmessagegrovided (a) all the nonfaulty
replicasof aprocesgeceve identicalinput messageand(b) all the nonfaulty replicasprocesghe messages an

identicalorder A fail-silentVoltanprocesswill outputeithercorrectmessagesr detectablyincorrectmessages.

" | Comp L Comp i
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Figure 1. The Structure of a Fail-Silent Process in Voltan

Themethodof operatiorfor afail-silentprocesgairin Voltanis shavn in Figurel. TheprocesdabeledNizam
is usedto instantiatenew Voltanprocessest doesnot play arole aftertheapplicationstartsrunning. The‘Voltan
system’consistof five cooperatinghreadson eachnode(Recv, Comp.,Send RX, andTX). Theprocesses the

procesgair arecalledthe Leaderandthe Follower. Theleaders recever thread(Recv)acceptsauthenticdoubly
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signedmessageandplacestheminto the application$ DeliveredMessageQueue(DMQ) while sendinga copy
to thefollower. The applicationthreadselectsa messagérom DMQ, processethe messageandform anoutput
messageA copy of this messagés signedandtransmittecto the otherreplica. The unsignedmessagés stored
locally in theInternalCandidatéViessagd?ool (ICMP). Whenthe Receptiorthread(RX) recevesasingly signed
messagei placest in the ExternalCandidateMessagdool (ECMP). The Comparisorthread(Comp)compares
messagefrom ICMP andECMP If the comparisorsucceedsthe messagdrom the ECMP is signedagainand
the doubly signedmessagés placedinto the Voted MessageQueue(VMQ); otherwisethe replicaterminatedo
preventary error from propagating.Finally, the Sendthreadpicks up messagefrom the VMQ anddispatches
themto their destinations.

Thefollower procesalsocontainsamechanisnto ensurdhatif acorrectlyfunctioningleademissegeceving
a valid messagédor processingout the follower doesreceve that messagehen the messageayetsorderedand
processedy the pair. In summary Voltan claimsto be ableto protecta distributed systemfrom ary arbitrary

failureonasingleprocess.

3.2 ChameleonARMORSs

The Chameleorervironmentprovides a meansfor constructingreliable distributed applicationsaroundAR-
MOR (Adaptive Reconfigurabl&lobile Objectfor Reliability) processesxecutingonanetwork of heterogeneous,
non-fault-toleraninodes. ARMORSs offer: (a) architecturemechanismsandan API to encapsulate wide range
of detectiorandrecovery techniqueshatcanbeefficiently usedby applicationsand(b) amanagemerftamevork,
which controlsthe useof thesetechniquedor constructinghighly configurablefault toleranceservices.

ARMORSs communicatehroughmessaggassingandare built from replaceable&eomponentgalledelements
andcompounds Elementsconstitutethe mostbasicfunctionalunit of the ARMOR andcanbe replacedduring
runtime, thusallowing the ARMOR procesdo adaptto changingapplicationrequirement®r changingruntime
ervironments.Elementsare passie objectsthatareinvoked by messaget performspecificoperationgsuchas
takinga checkpoint).Eachincomingmessagaspavns a new threadof executionwithin the ARMOR processA
compounds acollectionof elementcombinedo performsomecommontask.A compoundgrovidesthemessage
subscriptioranddelivery functionfor the elementsAn ARMOR is a compoundhatcanexist independentlyand
canmigrateto remotenodes beinstalledthere,andprovide fault toleranceserviceso anapplication.ARMORSs

fall into threebroadclasses:

1. Managers: ManagerARMORsoverseeotherARMORsandrecover from failuresin their subordinates.

2. Daemons:DaemonARMORSs areinstalledon every nodeparticipatingin Chameleon. A daemonactsas



the gatevay of a nodefor all ARMOR communicatiorandprovideserrordetectiorfor thelocally installed
ARMORs.

3. CommorARMORs:CommonARMORsimplementspecifictechniquedor providing application-requed

dependability

An applicationcantake advantageof Chameleorservices(suchaserror detectionandrecovery) throughthe
conceptof an embeddedARMOR The core element-compoundtructureof the ARMOR is linked to the user
applicationprocess.The applicationcodeis lightly instrumentedvith the embeddedARMOR API to invoke the
servicesof the underlyingelement-compoundtructure. In this configuration,the embeddedARMOR process
appearsas a full-fledged ARMOR to the Chameleorernvironmentand as a native applicationprocessto other
processesutsideChameleon.

Chameleorprovidesa four-level hierarchyof error detectiontechniquedor protectingagainstdifferenterror
classeg$4]. Level 1 consistof detectingerrorswithin the ARMOR to provide errorcontainmentvithin thelocal
node(i.e., without replication). Level 2 consistsof detectionby the daemoninstalledon the samenode. Levels
3 and4 (not usedin this study)rely on replicationof ARMORSsto detecterrorsthatescapdevels 1 and2, they

provide protectionfor dataanddetectByzantineerrors. Table1 lists the error detectiontechniquesisedin this

study
Table 1. Error Detection Mechanisms in Chameleon ARMORs

DetectionMechanism Level | Description

Coarse-grainetdO Signature 1 Checkspatternof I/O messagéypesagainstprescribedsetof valid
sequences

Preemptie Control-Flov Checking| 1 Checksagainstcorruptcontrol-flov branchesn runtime

Text-SegmentSignature 1 Periodicallycheckssignatureof text sggmentpages

CrashFailure Detection 2 Detectsabnormalprocesgermination

UsingtheseerrordetectionrmechanismsChameleorclaimsthatit will detectthefollowing faultscenarios(1)
ary control-flov fault, (2) ary singlebit-flip andmostmulti-bit flips to the text segment(programcode),(3) any

bit-flip to the control partof Chameleomessagesnd(4) ary threadhungwhile holdinga mutex lock.

3.3 TargetApplication: DHCP

Thetamgetapplicationfor this studyis version2.0 of the DynamicHost ConfigurationProtocol(DHCP) appli-
cationwritten by the InternetSoftware Consortium.The decisionto usethe DHCP sener wasbasedon the fact

thatit is:

1. areal-world third partyapplicationdevelopedindependentlyf thetargetsystems,

2. adistributedapplicationfor which the propertyof fail-silenceis especiallyimportant,
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3. anopensourceapplicationsothatthe sourcecodecanbe modifiedto runin eithersystemand

4. anapplicationthatis widely usedin real-world ervironmentsto provide critical services.
3.3.1 Description of DHCP

DynamicHost ConfigurationProtocol(DHCP)[6, 1] is anInternetDraft StandardProtocolfor providing con-
figurationinformationto hostson an IP network. It is widely usedby Internetserviceproviders and network
administratorg(particularly in dial-up or mobile ervironments)for network management.A commonlyused
DHCPserviceis IP addressllocation. It canalsobe usedto discorer network parametersuchasthe Maximum
TransmissiorUnit (MTU) of the network. In networksusingDHCR, the availability andcorrectnessf the DHCP
sener arecritical. Whenjoining the network, a client cannotconnecto otherserviceqe.g.,file sener andmail
sener) until afterit obtainsanIP addresgrom the DHCP sener.

In dynamicallocation theDHCPsenerallocatesan|P addresso theclientfor alimited amountof time (termed
asits leasetime), afterwhich the addressanbereclaimedby the sener. The basicprotocolexchangeshattake
placebetweerthe clientandthe sener areasfollows. Theclient broadcastea DHCPDISCO/ER messag®n its
local subnet. DHCP senerson the network respondo the client’s requesty sendinga DHCPOFFERmessage,
which containsa tentatve offer of anIP addressandappropriateconfigurationparametersThe client collectsthe
DHCPOFFERresponses;hooseonesener to interactwith further, andbroadcasta DHCPREQJEST message
with theidentificationof thechosersener. OnrecevingtheDHCPREQJESTmessagéhechosersenercommits
the binding of the IP addressf the client to a leasedatabasén stablestorageandrespondswith a DHCPACK
messageontainingtheconfiguratiorparameteror therequestinglient. If theselectedeneris unableto satisfy
the DHCPREQJEST messagée.g.,therequestedetwork addres$asbeenallocated) thenthe sener responds
with aDHCPNAK message.

3.3.2 DHCP Madifications to Run in Chameleonand Voltan

To provide servicego DHCR eithersystem Chameleoror Voltan,requiressource-lgel changego the original
sener code. This sectiondescribegshe modificationswe madeto DHCPto enableit to executein the Chameleon
andVoltanervironments.In eachcasefail-silencewasprovidedonly to the senerandnotto theclients.

To receve servicedrom Voltan,applicationanustuseVoltan's communicatioriayerto communicatdetween
the duplicatedVoltan processes We addeda pair of simplerelay processeso forward messageso andfrom
the DHCP sener procesair. In orderto communicatenith unmodifiedDHCP clients, a fanin/fanoutprocess

(referredto asa splitter) outsideof Voltan wasalsodevelopedto provide a singlepoint of contactfor the clients.



The splitter processacceptincomingmessagefrfom DHCP clients,resendghemto bothrelay processewvithin
Voltan,andforwardsthe outgoingmessagefom relaysto clients. Figure?2 illustratesthe layoutof the processes
andthe communicationshatoccurin Voltan. Fewverthan1000linesof codewereneededo createthe splitterand

relay programsandto modify the DHCP sener codeto be usedby Voltan.

Server Relay
(Leader Copy (Leader Copy
. DHCP
Nizam Splitter Client
Server
Follower Cop

Figure 2. Processes for DHCP Application in Voltan

For Chameleonthe DHCP sener is run as an embeddedARMOR, i.e., it runsin the sameprocessas an
ARMOR. The sener is instrumentedvith ChameleorAPI calls, which areprocessedby a Chameleorstuband
which sendmessageto the ARMOR partof the process For example,an API call is madeby the DHCP sener
to receve heartbeatjuerymessageandrespondo them. Aside from the preemptve control-flov checks(which
areautomaticallyaddedattheassemblycodelevel), about25linesof codewereaddedo the DHCP sener source

code.This configurationis shavn in Figure3.

i| | chameleonstup | |
| | | DHCP
1 W DHCP_ Y. ‘ Client
! Server| | |

Chameleon
Daemon

Fault Tolerance
Manager

Chameleon
Daemon

Figure 3. Processes for DHCP Application in Chameleon

4 Dependability Analysis: Objectives,Approach,and Specificsof the Experimental Setup

Theobjectie of this studyis to characterizeandcomparefail-silenceguaranteeprovidedto a particularappli-
cationby Voltanandby ChameleorARMORs. We usea DHCP sener asthe targetapplicationto obtaininsights
into thefollowing issues:

1. Whatfail-silencecoveragecanbe achiered usingfull duplicationof the hardwareandthe application(sup-
portedby Voltan) versususingthe error detectiontechniquesembeddednto the application(supportedoy
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ChameleorARMORs)??

2. Whatis the costof eachapproachn termsof (1) performanceverheadand(2) memoryoverhead?

3. What are the unique applicationcharacteristicof DHCP that may be usedin selectingan approachto
achiezing applicationfail-silence?

We employ softwareimplementedaultinjection(SWIFI) to characterizéheapplicationbehaior undervariety

of failure scenariosTo performefficient fault injectionexperimentsywe mustdetermine:

1. Whatfaultsto inject (our faultmodel),e.g.,control-flov faults,
2. Whidh componentso injectfaultsinto, e.g.,the DHCP sener process,

3. When(or underwhatconditions)}o injectfaults(ourfaulttrigger),e.g.,whentheprogramexecutesaspecific
instruction,and

4. Howto cateyorizeandinterprettheresultse.g.,determingf arunis fail-silent.

Laterin this sectionwe discusghe above aspect®f our faultinjectionexperiments.
4.1 Fault Model

Transientffaultsandsoftware bugsarethe major causef systemfailures. Due to the systemandapplication
complity andthe large input space,it is not feasibleto studythe systemunderall possiblefailure scenarios.
In ary systemfaultscanimpactthe controlflow of the software,cancorruptmessagesxchangedetweencom-
municatingprocesse# a distributed ervironment,and corruptdatain memory(including stackandheap). We
thereforeselectedseveraltypesof transientaults,all of which canbeinjectedusingsoftwaremethodsandwhich
correspondo the type of corruptionoutlinedabore. Althoughit is difficult to emulatesoftwarebugs(dueto lack
of arepresentate fault models),mary of software faults manifestin a way similar to transienthardware faults
(e.g.,useof uninitializedpointers). Therefore,injection of transientscanprovide usefulinsightinto how gooda
systemis in handlingsoftwarebugs. Thefault modelsusedin this studyinclude:

1. High-level, target-specifidaults,e.g.,messageorruption,messagerop,messageuplication,andmessage
reordering,

2. Control-flov faults(i.e., targetedmemorybit-flips thataffect a programs control-flov), and

3. Randommemorybit flips into applicationmemoryspacetext, heap,andstack).

2Note that ChameleorARMORSs supporta rangeof executionmodesincluding replicationanda variety of errordetectiontechniques
to provide nodeandprocesgail-silence.In this study however, we investigatethefail-silenceachieved by usingembeddeerrordetection
technigueslone.



The selectedault typesallow usto provide usefulinsightinto failure behaior of thetargetapplicationandof
the middleware (Voltan and ChameleorARMORS). It could be aguedthat we shouldalsoinject CPU register
faultsinto the memoryspaceof the operatingsystem.Thesetwo fault catggoriesareimportantandmight affect
the fail-silencebehaior of the targetapplication.Moreover, mary of registerfaultsmanifestin a way similar to
transientsnjectedto the applicationmemoryspaceandtherefore might be redundanto the memoryinjections.
In orderto limit the scopeof this study we madea decisionthatthe selectedault classegprovide valid basisfor a
meaningfulcharacterizationf fail-silencedueto errorsthataffect thetargetapplicationandthe middlevare(i.e.,

ChameleorandVoltan).

4.1.1 High-Level, Target-SpecificFaults

Someimportantfaultsthataffectthe systencannotbe easilycreatedvith randommemorybit-flips. A software
bugin alinkedlist class for example,maycorruptthelist by creatinga cycle resultingin repeatedcanningof the
sameentriesin thelist. For suchfaults,analternatve to randombit-flips is to usetamet-specifianformation(such
asthe addressesef specificdatastructuresor tables)to guidefaultinjection. Becauseahe targethasknowledgeof
thedatastructuresmodifying thetagetprogramby addingfunctionsto inject suchfaultsatthe source-codéevel
is straightforvard. The disadwantageof this approachs thatthe programmemeedsto include a way to trigger
thefaultandlog informationabouttheinjectionparametersin our experimentaketup thisis simplified by using
NFTAPE, which providessuitableAPI callsfor the applicationto incorporatehe necessarjunctionality
Voltan-Specific Faults: The messageueuesn Voltan are vulnerablecomponent$ecauseahey accountfor a
large partof Voltan's structureandits voting protocolmakesheary useof them. In particular the DMQ andthe
VMQ queug(shavn in Figurel) arethe mostvulnerable sincethey sendmessagedirectly to theapplicationor to
theothernode.Thus,areasonabléamget-specifidault modelis to corrupta selectednessaggueueby reordering,
duplicating,deleting,or corruptingmessagem thatqueue.

To supportthesefault models,a target-specifidault injector operatingin the Voltan environmentwascreated,
asshawvn in Figure4. Theinjectorrequiresa few simplemodificationsto the Voltan applicationlibrary, suchas
addingafunctionto reordernwo adjacenimessagem aqueugfaultfunctionsin Figure4) andproviding ageneric
facility to opena namedpipe (e.g.,a UNIX soclet) to wait for trigger eventsfrom the control part of the fault
injection ervironment(NFTAPE). In addition, an interface processwas provided by NFTAPE for receving and
forwardingtriggereventsfrom NFTAPE to the faultinjectionfunction (or target-specififault injector) executing
in Voltan.

Chameleon-Specifidraults: In Chameleonthe ARMOR processesommunicatelataandcontrolthroughmes-
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Figure 4. Target-Specific Fault Injector Example for Voltan

sages.Hence thefail-silencepropertyof the systemdependsn the integrity of the messagebeingexchanged.
We usemessageorruptionof Chameleommessagepist beforethe messagearesentto the clientasfault models
for exercisingthe course-graircontrol-flov signaturecheckon ChameleomessagessSincethis checkis only

availablein the full-fledged ARMOR configuration the taget programwe usedis slightly differentfrom those
usedin otherChameleorcampaigns.

To supportthesefault models,a fault injection elementwritten asan ARMOR, wasaddedto the application.
Sincethe elementexecutesasa threadwithin the sameaddresspaceasthetargetapplication,t hasdirectaccess
to the applicationspacejncludingmessagéuffers.

Thefaultinjectionelementanbetriggeredeitherby aninternaltimer or by sendingamessagérom anexternal

sourceon a namedpipe usingthe namedpipe interfaceandthe interfaceprogramjustlike the onefor Voltan.

4.1.2 Control-Flow Faults

Control-flov faultscausea divergenceof the programcountervaluesof the applicationfrom thoseseenduring
afault-freerun. For this study specifictypesof control-flov faults(e.g.,executionof wronginstruction)areemu-
latedby flipping singlebits at randomin all the control-flov instructionsjncludingvariousconditionalbranches,
unconditionajumps,subroutinecalls, and subroutinereturns. The instructionsthat form the injection taget are
from thefunctionsin themainprotocolengineof the DHCP sener. The protocolenginetakestheincomingmes-
sagefrom theDHCP clientasinput, doesthe statetransitionindicatedby the protocol,anddoesthe corresponding
processingn the input messagéo generatdhe final outputmessagéo the client. This is a critical part of the
DHCP sener, asfaultsherecancausethe sener to male incorrectstatetransitionsand sendout incorrectmes-
sagedo the client, or cancausethe sener to reacha statefrom which it cannotescaperesultingin a hang. In
the Chameleorervironment,thefunctionsin the protocolenginearemodifiedto includepreemptre control-flov
checkingto detectthe control-flonv faults. For consisteng the samesetof functionsis usedin the Voltancaseand

thebaselinecases.
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4.1.3 RandomMemory Bit-Flips

Randommemorybit-flips targetaregionin thevirtual addresspaceOf thetarget procesandrandomlyselect
addressewithin thatregion. Becausezachsectionhasdifferentuses(e.g.,executablecodeis storedin the text
sgment,programdataarestoredn theheapsegment,anddatasavedduringfunctioncallsarestoredonthestack),
theanalysidgs separatedor eachsection.

For randommemorybit-flips, we usetwo typesof lightweight fault injectors (LWFIs): deluggerbasedand
driver-based. Both LWFIs dynamicallyfind the rangeof the target memory section,selectan addressand bit
positionat random andinjectthefault whentriggered.

In the experimentalsetup,all the fault injectionsto the Solaris-baseglatform (includingthoseto Chameleon
environment)andall the baselineinjectionsto the Linux platform are performedusingdehuggerbasedL WFI A
driverbasedaultinjectoris usedto insertfaultsinto anapplicationrunningin Voltanbecausé/oltanfailedwhen
runningunderadelugger NFTAPE[19], thefaultinjectionenvironmentusedto controltheseLWFIsis described

in Section4.5.
4.2 TargetComponents

In conductingefficientfaultinjectionexperimentsit is critical to decidewhich component thetargetsystem
to inject faultsinto. In this study we focuson a DHCP sener processandfault injection campaigngamget the
memoryspacef thatprocessWe alsoinjectedfaultsinto selected/oltanandChameleomprocessesyhichimpact
thefail-silence.We list the key component®f thetwo target systemsanddiscussa rationalefor selectingor not

selectingthemasfaultinjectiontamets:

e DHCP Serwver. The DHCP Sener processs themaincomponenthatprocessethe DHCP protocol. Most
of thefaultinjectioncampaignsretargetedatthis process.

¢ Voltan Relayand Splitter: TheRelayis aVoltanprocessesponsibléor sendingdatato the outsideworld.
The Voltan Splitter is a processoutsideVoltan which senesa gatavay betweenthe DHCP client andthe
VoltanRelay Additional faultinjectioncampaigngargetthesecomponents.

e DHCP Client: Theclientcanbeprovidedby athird party (whichwill probablynotuseeithermiddlevare).
Although client robustnessand securitycanbe a concern they arebeyond the scopeof this paper We do
notinjectfaultsto theclient.

e Nizam, FTM (fault-tolerance manager),and Daemon: Voltan’s NizamandChameleors FTM andDae-
mon are specificprocesseghat areactive only during the initialization andterminationof the application.
We do notinjectfaultsto theseprocesses.

e Communications Inter nal to Middlewar e: We do not target communicatiorbetweenthe componentsn
eachmiddlevarebecauseve assumeeliabledelivery (from TCP/IP).
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e Communications External to Serwver: Thoughfaultsto the messagesentbetweerthe client andsener
arelikely to producefail-silenceviolations,thereliability of IP networksis outsidethe scopeof this paper

4.3 Fault Trigger

A faulttriggeris definedasthe criterionfor whenafaultis to beinjected.The campaignsn this studyusetwo
typesof triggers:breakpointsandtimers.

The control-flov fault campaignsseta breakpointat a target addresdo determinewhento inject eachfault.
Beforeeachrun, a tamget addresss randomlyselectedasdescribedn Section4.1.2. The fault injectorinsertsa
breakpointtthetargetaddressvhentheprogrambeginsto execute.Thefirst timethecodereacheshebreakpoint,
the fault injector (1) corruptsthe instruction, (2) lets the programsingle-stepover the corruptinstruction, (3)
removesthefaultsothatit will only actvateoncein therun,and(4) letsthe programresumenormalexecution.

The remainingcampaignghigh-level tamget-specifidaultsandmemorybit-flips) usea timer to trigger faults.
The fault rateis setto onefault every two secondgi.e., up to 15 faults per singlerun of the experiment). This
particularratewasselectedo causeafaultactivationrateof closeto onefaultperrun. Our previousstudiesshaved
thata low fault rate resultsin a small probability of fault activation and significantly reduceshe effectiveness
of fault injection experiments(i.e., mary fault injection runs do not have ary impacton the systembehaior).
A high fault rate may resultin activation of multiple faults during the sameexperimentalrun, and as a result,
the interpretationof resultscould be misleading. A detailedanalysisof sampledlogs from our fault injection

experimentsonfirmedhatin all casesheobseredapplicationbehaior wasprovokedby asinglefaultactivation.

4.4 Error Detectionand Classification

For this study we definea run asa singleexecutionof eachof the target processesThe client programruns
for 30 secondsunlessthe fault causest to terminateearly If no detectionoccursduring this time, the fault is
declarednactive. We thendefinea campaignasa setof runsusingthe sametamget systemandfault parameters
(e.g.,control-flov faultsto the Chameleorversionof DHCP).

Table2 describeshe possibleoutcomedor eachrun. If therearemultiple outcomesthe moresevereoutcome
is selected.For example,if arun sendsincorrectoutputto the client andthenterminatesdueto a sggmentation
fault, therunis consideredx Fail-silenceViolation becausehatis moreseverethanthe abnormalterminationof
theprocesglueto anerrorflaggedby theoperatingsystem Notethattherunwill beconsideredCorrectBehavior
if thesener printsanerrormessagdut otherwiseoperatesorrectly

In orderto determindf the client recevesaninvalid messagegachprocess outputis storedin alog file and

processedffline usinganacceptanceest. Thetestreadsthelogs andflagsary message¢hatviolatesthe DHCP
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protocol.

Table 2. Possib le Outcomes for Each Experimental Run

| Outcome | Description |

Fail-silenceViolation Theclientrecevesaninvalid message.

OSDetection A programterminatesabnormallyfrom a signal detectedby the operating
system(e.g.,segmentatiorerror).

ProgramAborted Programdetectsanerrorandexits.

SenerHang Thesenerdoesnot provideits servicein atimely fashion.

MiddlewareDetection Themiddlevaresystemdetectsanerrorandhaltsthe application.

No FaultInjected Thetriggercriteriondoesnot occur(i.e., the addresgor a control-flow fault
is notreached).

CorrectBehavior All programsgun correctly

4.5 NFTAPE

NFTAPE[19], atool for conductingautomatedaultinjectionbasedxperimentsyasusedto runthecampaigns
in this study It providesanAPI for writing simplefaultinjectorscalledlightweightfaultinjectors(LWFI). LWFIs
differ from traditionalfault injection tools becausehey do not needto include codefor triggeringfaults or for
loggingresultsastheseservicesareprovided by NFTAPE. Simpletriggerswait for eventsandthenuseAPI calls
to senda triggereventto a LWFI or to anothertrigger (to supporta cascadef triggers). NFTAPE cancompose
new faultinjectionexperimentsy interchangind-WFIs andtriggersthatusethe NFTAPE API.

NFTAPE containstwo main componentsthe Control Host andthe Target Nodes. The Control Host, which
generallyresideson a safenode,processes file calleda CampaignScript. This file providesinformationabout
theglobalsequencin@f eventsin acampaignsuchas,whatprocesseseedto be executedwhatparametershey
take, andwhento run or terminatethe processesTheseprocessesanbe target applicationsmonitors,triggers,
fault injectors,acceptanceests,or other processe®n the node. The Control Host alsologs the resultsof the
experimentdor off-line analysis.

Fourimportantfeaturesof NFTAPE facilitatedtheseexperiments:

e LWFI API. New faultinjectors,suchasthetarget-specifidaultinjectors,areeasyto write.

e Processmanager: NFTAPE canstartall the processesisedin the experimentand cleanthemup if the
programterminatesabnormally

e Logging: Theoutputsfrom eachprocessincludingfaultinjector, trigger andapplication,areloggedusing
thesameformat.

e Automated experiment sequencing: The campaignscript setsthe order of events,suchasthe orderin
which processesun.
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5 Experiments

Thisstudyusessereralfaultinjectionexperimentgo answetthequestionposedn Sectiord asthey applyto the
DHCPapplication.Thesequestionsnclude: (a) Whatis thefail-silencecoverageachiezed by processluplication
andby self-checkingARMORSs? (b) What s the costof eachapproach?and (c)Whatare other characteristics
particularto eachsystemthatmaybeimportantin decidingwhich oneto applyin practice?This sectionpresents
resultsfrom experimentsand commentson individual fault injection campaigns.Discussionof how the results

answerthe above questiongs savedfor Section6.

5.1 BaselineExperiments

Thefirst setof experimentausethe original, unmodifiedversionof the DHCP softwareexecutingon the Linux
andSolarisplatforms.Thesexperimentgorm abaselinecaseo measurémprovementn thefail-silencecoverage

achieved by processduplicationversuslocal detectionalone. The resultsfrom theseexperimentsare givenin
Tables3 and4.

Table 3. Results from Fault Injection to Baseline Linux DHCP Server

Randommemorybit-flips Control
Outcome Heap[%] | Stack[%)] | Text[%] flow[%0]
Fail-SilenceViolation | 0.2  (0.005,1.1) | 0.0 (0.0,0.7) | 2.6 1.4,44)] 1.1 (0.6,2.0)
OSDetection 13.3 (10.5,16.7) | 9.2 (6.8,12.1) | 63.0 (58.2,66.9) | 19.0 (16.6,21.6)
ProgramAborted 0.0 (0.0,0.7) | 4.8 (3.1,7.1) | 1.4 (0.6,2.9) | 0.0 (0.6,2.9)
SenerHang 0.2 (0.005,1.1) | 0.0 (0.0,0.7) | 0.0 (0.0,0.7) | 0.1  (0.003,0.6)
MiddlewareDetection| n.a. n.a. n.a. n.a.
CorrectBehavior 86.3 (82.9,89.1) | 86.0 (82.6,88.9) | 33.0 (29.3,37.7)| 26.5 (23.8,29.4)
No FaultInjected n.a. n.a. n.a. 53.3 (50.2,56.4)
Numberof Runs 500 500 500 1000

Table 4. Results from Fault Injection to Baseline Solaris DHCP Server

Randommemorybit-flips Control
Outcome Heap[%] | Stack[%)] | Text[%0] flow[%)]
Fail-SilenceViolation | 0.6 (0.1,2.7) | 0.2 (0.005,1.1) | 4.4 (2.8,6.6) | 1.4 (0.6,2.9)
OSDetection 29.4 (25.4,33.6) | 18.2 (14.9,21.9)| 47.0 (42.6,51.5)| 29.0 (25.1,33.2)
ProgramAborted 0.0 (0,0.7) | 1.8 (0.8,3.4) | 1.0 (0.3,2.3) | 0.4 (0.05,1.4)
SenerHang 0.2 (0.005,1.1)| 0.2 (0.005,1.1) | 0.8 (0.2,2.0) | 0.2 (0.005,1.1)
MiddlewareDetection| n.a. n.a. n.a. n.a.
CorrectBehavior 69.8 (65.6,73.8)| 79.6 (75.8,83.0) | 46.8 (42.4,51.3)| 13.6 (10.7,16.9)
No FaultInjected n.a. n.a. n.a. 55.4 (50.9,59.8)
Numberof Runs 500 500 500 500

Eachcolumnin thesetablesrepresent®ne campaign. The valuesin the columnare the percentagef runs

resultingin eachpossibleoutcome(listedin thefirst column)followed by 95%confidencenterval onthe percent-
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ageof runs(in parenthesesfor example,in Table3, 2.6%of theruns(i.e., 13 of 500runs)in thefaultinjection
campaigrthattargetedthe applicationtext-segmentcausedail-silenceviolations,andthe 95% confidencenter-

valis (1.4%,4.4%). The confidencantenals arecalculatedassuminga binomial distribution. Thelastrow gives
the numberof runsusedin the campaign®. For the baselineexperiments thereare no explicit error detection
mechanismsandconsequentlyhe Middleware Detectioncategory is alwayszero.

Theresultsindicatethata significantpercentagef faults (which manifestedaserrors)aredetectedy the op-
eratingsystem(e.g.,19.0%and18.3%of controlflow errorsaredetectedy Linux andSolarisOSs,respectiely).
Randominjectionsto memoryshaw thatthe target applicationis particularlysensitve to the text sggmentinjec-
tions, wherethe largestpercentagef fail-silenceviolation is obsered (2.6% and 4.4% for Linux and Solaris
platforms,respectrely). The DHCP executingon Linux platform seemdo be morefail-silentthanwhenit runs
on Solarisplatform. It is difficult to saywhetherthis is dueto intrinsic differencesbetweenthe two operating

systemsor to differencesn the PentiumandSparcarchitectures.
5.2 Voltan Experiments

Fault injection experimentsin Voltan target the sener, the relay and the splitter processegsee Tables5-7
respectiely). 4 Previous experimentsto determinehow differently the Leaderand Follower processesolerate
faultsshavedthatVoltanwasableto maskcertainfaultsto the Follower thatit could not maskfor the Leadey but
otherwisethey behaed equally[18]. Basedon this result,we injectedfaultsonly to the Leademode.

We obsenre thattheprimarymodeof errordetectiorremainsoperatingsystendetection(i.e., applicationcrash),
e.g.,the operatingsystemdetect$3.8%,36.0%,and54.0%faultsinjectedto the text segmentof the sener, the
relay andthesplitter respectrely. Theresultsfrom therelay processaresimilar to thoseof the sener processin
neithercasedo we obsere fail-silenceviolation. The majordifferencein theresultsfor the DHCP sener andthe
relayis in the numberof faultsthatleadto applicationmisbehaior. This percentagés significantlylower for the
relay processThis resultis expectedbecauseherelayis muchlesscomple thanthe sener, performslesswork,
andmaintainsvery little stateinformation.

Table 6 is includedto shawv that faultsto the relay processhehae similarly to thoseinjectedto the sener

%In eachof the caseswe performedthe fault injection experimentsuntil the distribution of outcomesstabilized,e.g., 4 (andthe
associate®5%confidencentervalsfor individual outcomesverewithin acceptablémits). Obsere thattheratio betweerthepercentages
correspondindo individual outcomeswithin a given fault injection campaignis large enoughfor us to identify major failure cateyories
andtheir significancefor the systemoperation.In this contet, 500 runs per fault injection campaigrnwas sufficient to drav meaningful
conclusions.

“In the currentimplementationof Voltan, faults were injectedusing a driver-basedfault injector, as Voltan currently doesnot run
properly undera dehugger (consequentlywe could not usethe detuggerbasedfault injector). The driver-basedfault injector cannot
determinepreciselywhethera specificfault wasexercised asthe breakpointriggerdoes.
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processBecauseherelay processs muchsimplerthanthe sener, thefault activation rateis lower for therelay

process.
Table 5. Results from Fault Injection to Voltan DHCP Server

Randommemorybit-flips Control Message
Outcome Heap[%] | Stack[%)] | Text[%] flow[%] faults[%]
Fail-SilenceViolation | 0.0 (0.0,0.7) | 0.0 (0.0,0.7) | 0.0 (0.0,0.7) | 0.0 (0.0,0.7) | 0.0 (0.0,0.7)
OSDetection 19.2 (15.8,22.9)| 6.2 (4.2,8.7) | 63.8 (59.4,68.0) | 25.2 (21.5,29.2) | 0.0 (0.0,0.7)
ProgramAborted 0.0 (0.0,0.7) | 0.0 (0.0,0.7) | 0.0 (0.0,0.7) | 0.0 (0.0,0.7) | 0.0 (0.0,0.7)
SenerHang 6.0 (4.1,84)| 7.2 (5.1,9.8) | 6.4 (4.4,89) | 4.4 (2.8,6.6) | 6.0 (4.1,8.5)
MiddlewareDetection| 1.0 (0.3,2.3) | 0.2 (0.005,1.1) | 3.0 (1.7,4.9) | 3.8 (2.3,5.9) | 0.0 (0.0,0.7)
CorrectBehavior 73.8 (69.7,77.6) | 86.4 (83.1,89.3)| 26.8 (23.0,30.9) | 66.6 (62.3,70.7)| 94.0 (91.5,95.9)
No FaultInjected n.a. n.a. n.a. n.a. n.a.
Numberof Runs 500 500 500 500 500

Table 6. Results from Fault Injection to Voltan DHCP Relay Process

Randommemorybit-flips
Outcome Heap[%] | Stack[%)] | Text[%]
Fail-SilenceViolation | 0.0 (0.0,12.8) | 0.0 (0.0,2.8) | 0.0 (0.0,1.8)
OSDetection 105 (6.6,15.6)| 7.5 (4.3,12.1) | 36.0 (29.4,43.1)
ProgramAborted 0.0 (0.0,1.8) | 0.0 (0.0,1.8) | 0.0 (0.0,1.8)
SenerHang 15 (0.3,4.3) | 0.0 (0.0,1.8) | 4.0 1.7,7.7)
MiddlewareDetection| 0.0 (0.0,1.8) | 0.0 (0.0,1.8) | 0.0 (0.0,1.8)
CorrectBehavior 88.0 (82.7,92.2)| 92.5 (87.9,95.7) | 60.0 (52.9,66.8)
No FaultInjected n.a. n.a. n.a.
Numberof Runs 200 200 200

Table7 shavs thatfaultinjectionsto the splitter leadto fail-silenceviolations. Althoughthe splitteris techni-

cally outsideVoltan (andassuchis notduplicated)jt is essentia(sinceit providesa voting gatevay to theclient)

for running Voltanin the modein which a sener is duplicatedbut not the client. The resultsillustrate that this

single procesanay becomea fail-silencebottleneckand, regardlessof its simplicity, canimpactthe fail-silence

guaranteeprovidedby theoverall system.In otherwords,caremustbetakento ensurdhatthis singleentity does

notcompromisehesystem.

5.3 ChameleonARMOR Experiments

The resultsfrom fault injection experimentsperformedwith Chameleorareshovn in Table8. ® We obsere

a significantreductionin the percentagef errordetectiondy the operatingsystem(i.e., reductionof application

>Thenumberof runsperfaultinjectioncampaigr(givenin thelastrow of the Table 8) variesbecauseve ignoreexperimentgor which
the application,becausef a fault, doesnot even startto execute,and consequentlye cannotclassifythesecasesas operatingsystem

detectionor programabort.
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Table 7. Results from Fault Injection to Voltan DHCP Splitter Process

Randommemorybit-flips
Outcome Heap[%] | Stack[%)] | Text[%0]
Fail-SilenceViolation | 0.0 (0.0,1.4) | 0.4 (0.1,2.2) | 0.8 (0.1,2.8)
OSDetection 0.0 (0.0,2.4) | 1.2 (0.3,3.5) | 54.0 (48.0,60.3)
ProgramAborted 0.0 (0.0,2.4) | 0.8 (0.1,2.8) | 22.0 (17.0,27.7)
SenerHang 5.2 (2.8,8.7) | 0.0 (0.0,2.4) | 21.6 (16.7,27.2)
MiddlewareDetection| n.a. n.a. n.a.
CorrectBehavior 94.8 (91.3,97.2) | 97.6 (94.8,99.1)| 1.6 (0.4,4.0)
No FaultInjected n.a. n.a. n.a.
Numberof Runs 250 250 250

crashes).For example,for control-flov errors,the percentagef OS detectionis reducedfrom 29.0% (for the
DHCP baseline}o 4.6%whenrunningin ChameleonTheresultsindicatethat Chameleommiddlevare provides
high coverageand detectsa significantpercentagef errors. The text sggmentsignaturechecler detectstext
sgmentfaultsin almostevery run, including runswhich would have completedwithout error otherwise. It also
eliminateghefail-silenceviolationscausedy faultsin the text sggment.

For the control-flov faultinjectioncampaignthetext segmentsignatureis disabled.In this case we obsere
that 36.0% of faultsinjectedinto the applicationtext sggmentare detectedby preemptie control-flov check-
ing. More importantly fail-silenceviolation casesarefully eliminatedwhenrunningin Chameleorwith enabled
preemptie controlflow checking.

In randominjection to the heapand stack,we still have a significantpercentagef faultsthat do not leadto
applicationmisbehsior. This is becausghe heapmemoryallocatedin the Chameleorversionof DHCP hasa
sizeof 866KB, only a small percentagef whichis actvely usedby theapplication(in the baselinecasethe heap
hada size of only 84KB). Consequentlynostfaultsinjectedinto the heapaffectedthe Chameleoribrary (and
possiblyaffectedelementghat were unusedyatherthanthe applicationpart of the embeddeddARMOR process;
thisresultsin alow fault activationrate. To comparethe heapmemoryallocationsfor standalon®HCP running

on Linux andfor DHCP executingin Voltanwere56KB and100KB, respecitiely.

Table 8. Results from Fault Injection to Chameleon DHCP Server

Randommemorybit-flips Control Message
Outcome Heap[%] | Stack[%0] Text[%] flow[%] faults[%]
Fail-SilenceViolation | 0.0 (0.0,0.8) | 0.6 (0.1,1.8) | 0.0 (0.0,0.8) | 0.0 (0.0,0.6) | 18.4 (15.1,22.1)
OSDetection 8.8 (6.4,11.8) | 9.4 (6.9,12.3) | 1.3 (0.5,2.8) | 4.6 (2.9,6.8) | 0.0 (0.0,0.7)
ProgramAborted 0.2 (0.006,1.2) | 0.0 (0.0,0.8) | 0.0 (0.0,0.8) | 0.0 (0.0,0.6) | 0.0 (0.0,0.7)
SenerHang 0.0 (0.0,0.8) | 0.2 (0.005,1.2) | 0.0 (0.0,0.8) | 0.2 (0.005,1.1) | 0.0 (0.0,0.7)
MiddlewareDetection| 0.0 (0.0,0.8) | 0.0 (0.0,0.8) | 98.7 (97.2,99.5)| 36.0 (31.8,40.4)| 7.2 (5.1,9.8)
CorrectBehavior 91.0 (88.0,93.4)| 89.8 (86.7,92.4)| 0.0 (0.0,0.8) | 0.8 (0.2,2.0) | 74.4 (70.3,78.2)
No FaultInjected n.a. n.a. n.a. 58.4 (53.9,62.8) | n.a.
Numberof Runs 464 471 470 500 500
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The purposeof the high-level, taget-specificonessagdaultsis to exercisethe coarse-grainedignaturein the
full-fledge ARMOR versionof DHCP application.Faultsareinjectedinto thefirst 64 bytesof themessagéeader
In this setup,the coarse-grainesgignaturechecksfor correctmessagdypes. The messagdype constitutes4
out of the 64 bytesin the messagéeader As a result,a significantpercentag®f errorsescaped]18.4%of the
errorscauseda fail-silenceviolation (seeTable 8). It is worth noting that designingefficient mechanismgor
detectingdataerrors(i.e., dataresultingfrom a computationand exchangedamongprocessesjequirestaking
into accountspecificsof the application.Consequentlyt is difficult to generalizéheseerror detectiontechniques

acrosdifferentapplicationsaandsystems.
5.4 PerformanceEvaluation

An importantconsiderations how muchoverheads beingpaidto achiere faulttolerance For computationally
intensize applicationspverheadsregenerallymeasuredy comparingthetime it takesthe programto complete
with andwithout the fault tolerancetechniques.With senerbasedapplications,overheadcan be measureds
the amountof time it takesthe sener to completea requesior asthe maximumratetransactiorcompletionrate
(transactionpertime). For this study we measuredhetime it takesthe senerto completea transactiorfrom the
client’s perspectie, i.e.,thetime betweerthe client’'s requestindtheclient’s receiptof aresponse.

Theclientin this casemakestwo typesof requestsThefirst request DHCPDISCQO/ER, is usedto locatethe
sener whenthe client first startsup. The secondrequest DHCPREQJEST, is usedto requestor renav an IP
addressTheoverheadhatwe measuredncludesthetime therequespacletis onthenetwork, thetime thesener
spendgprocessingherequestandthetime OS spendseforeschedulinghe processed-or the DHCPREQJEST
paclet, the sener alsoneedgo write theleasefile to disk.

The performanceverheads calculatedasfollows:

Per fOverh d_averagetimetocompleteaclientreques'usingthemiddIeNare(VoItanorChameleon
erjtjvernead = averagelime to completea client requesin the baselinecase

Table9 shaws theresultsof measurementsiken on eachtamgetsystem.For eachmessagéype andeachtarget

middleware,thetablegivesthemeanandstandardieviation (in milliseconds)f themeasuredesponsd¢imesover
morethan100 messageguserrequestso DHCP sener). Theresultsshav thatthe Chameleoroverheads very
small,while the Voltanoverheads closeto 80%. A majorcontrikutor to theoverheadn Voltanis thetime needed
to synchronizeprocesses.

Table9 alsoshaws significantdifferencein the executiontime of the two protocolphases—DHCPDISQZER
(4.77ms)andDHCPREQJEST(52.4ms;jnvolveswriting to disk)—onthe Solarisplatform. OntheLinux platform,

thesetwo protocolphasesequireapproximatelythesameamountof time to complete. Theobseredperformance
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differencesaredueto the differentbehaior of the SolarisandLinux operatingsystemsvhenaccessinghe NFS.
Whena programwritesto NFSin Solaris,the write call blocksuntil the datahasbeensaved to disk, but Linux

allows thewrite to returnimmediately

Table 9. Round-trip Transaction Times (in milliseconds)

| | BaselineLinux | Voltan | BaselineSolaris| Chameleon|

DHCPDISCQYER-Messagdé’hasgms]
MeanTime 29.5 52.9 477 4.84
Stand.Dev. 6.89 12.9 3.51 2.90
Overhead 79.3% 1.4%
DHCPREQJESTFMessagdPhasgms]
MeanTime 28.5 49.5 524 53.3
Stand.Dev. 6.87 7.53 13.7 9.04
Overhead 73.7% 1.7%

6 Discussion

In this section,we discussthe lessondearnedfrom this study The experimentsprovide usefulinsightsinto

boththefail-silentbehaior of the applicationandits resourcausage.

6.1 Claims of Fail-Silence

Voltan case. One of the goalsof this studywasto assesdiow well eachof the tamget systemsdefendsits
claimsof fail-silence. Voltan claimsto provide fail-silencewhena singlenodeexperiencesry arbitraryfailure
mode. Voltan succeededh this objective for all 2600runs (Tables5 and 6). The only exceptionis the splitter
processwhich althoughsimpleandhighly reliablecanbea singlepoint of failure (asshavn in Table7). In about
4.0%to 7.0%of theruns,the sener hung(seeTable5). This meanghatalthoughthefail silenceis not violated,
Voltanprocessemustberestartedo enablefurtherservicesrom the DHCP sener, whichin turnwill impactthe
availability metricof the targetapplication.

Chameleoncase. Chameleorsucceededh providing fail silenceto the applicationin 99.84%o0f 1905runs
(Table8). With respecto the specifictechniquesised:

Thetext sgmentsignatue detectionwasshowvn to be very affective at detectingfaults. In 98.7%of the runs
with text sggmentfaults, the signaturedetecteda fault. In the remainingl1.3%, the systemexited on anillegal

memoryaccesgbuserror).
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For contol-flow faults Chameleonwasableto detect86.5%of theactivatedfaults(column5 in Table8) 6. The
remaining13.5%of control-flav faultscrashthe sener procesqOS Detection),hangthe sener procesqSener
Hang),or do notimpactthe application(CorrectBeharior). Obsenre thatin all thesecaseghefail silenceof the
applicationis notviolated.

The percentag®f runsthat completedsuccessfullyCorrectBehavior) without a detectederror wasreduced
from 13.6%to 0.8%(Tables4 and8). This couldsuggesthatthe assertiorhaltsprogramswhich probablywould
completecorrectly It is alsopossiblethatthe injectedfault remainsdormantfor a time longerthana singlerun
of theexperimentandcanimpactthe applicationin along run. In this scenarigoreemptve control-flov checking
reduceserrordetectioniateny andpreventspossibleerrorpropagationn the future. Comparingthe control-flov
fault injection campaignfor Chameleorwith the onefor baselineSolaris,the caseof fail-silenceviolation are
eliminatedand the numberof uncaughtoperatingsystemsignalsis reducedby a factorof 6 (from 29% for the

baselinecaseto 4.6%in ChameleonTables4 and8).
6.2 Summary of Comparison betweenVoltan and Chameleon

In Tablel0thetwo targetmiddlevaresystemarecomparedy assessinthefail-silencecoverage performance
overhead,and resourceoverhead. Control-flov faults and the randommemoryfaultsinjectionsto the DHCP
sener constitutea basisfor the comparison.The DHCP sener procesds a commonentity presenin all studied
configurationgbaselinecases\Voltan,and Chameleon) Also control-flov faultsandrandommemoryfaultsare
injectedto studyeachof the DHCP configurations.In otherwordsthe extentto which faultsdirectly impactthe

DHCP sener processcreatesha basisfor our comparisor?. In our analysisthe fail-silencecoverage(given in

Table10)is calculatedasfollows: {1 — ”umbegt;ﬂj‘r'rlgécrg}’ 'r‘)dﬁgon runs}_

The overheadin Chameleorincludesthe time to executethe control-flav assertiorblocks. The overheadin

Voltan appeardo be the time to synchronizethe Voltan processesindto exchangedmessagebetweenthem.
Voltanrequiresseverallogical processes—eagirocesseeddso be duplicateddoublingthe aggregate CPU load.
To comparethe resourceoverheadof eachsystem,we look at the numberof processesmeededand the factor
of utilization overheaddueto replication. Theseare given as Numberof Processesand Utilization Overheadn

Tablel0.

®Recallthat not activatedfault (‘No Fault Injected” outcomecateyory) meansthat the fault is injectedhowever the part of the code
containingthe corruptednstructionis not exercisedduringthe execution.

"Faultsinjectedto messagearenot consideredsincethey usedifferentfault modelsfor eachsystem.Messagéaultscouldbe a cause
for concernin the caseof Chameleoraswe obsere fail silenceviolationsin 18% of the runs. However, this is not the deficieny of the
design,ratherinefficiency of an early implementationof the Chameleon(e.g., at the time of experimentsChameleorcould not handle
duplicatemessagesMore importantlyevenif we includethe escapeghefail silencecoverage(over all runs)is reducedslightly (to 97%).
This shouldnot be comparedvith the baselinecase becausehe baselinecasedoesnotincludefaultinjectionto messages.
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Table 10. Summary of Comparisons

| Voltan | Chameleon
Fail-silenceCoverage
Randommemorybit-flips 100% 99.79%
Control-flow faults 100% 100%
WeightedAverage 100% 99.84%
AveragePerformanc®verhead Table 9)
Performanc®verhead | 76.6% | 1.70%
Memory Considerations
Voltan | BaselinelLinux | Chameleon| BaselineSolaris
Text size(KB) 2484 319 1791 1018
Text overhead 7.79 1.76
Heapsize(KB) 100 | 56 866 | 84
Heapoverhead 1.79 10.3
CPUResources
Numberof Processes 6 | 1 4 | 1
Utilization Overhead 2 1

6.3 DetectionLatency

An importantmetric is the detectionlateny for eachsystem. For Chameleonthe control-flov faults were
detectedvithin afew cyclesof whenthey wereinjected,andthe randomtext segmentfaultsmay have beenlatent
for up to 5 secondsefore being detected(the checkexecutesevery 5 seconds).For Voltan, faults were only
detectedvhenthe sener senta messagendafter detectinga potentialfault; the voter waits indefinitely for the
faulty nodeto senda correctmessageThoughthelogsNFTAPE producesncludethetimesthefaultwasinjected

andwhenit wasdetectedtheseresultsarenot presentedh this paperdueto spacdimitations.
6.4 Comparisonof DHCP Application and Scientific Applications

Theexperimentsshedlight on specificareasof thetargetapplications behaior. Theresultsshav thatthefault
activationratefor the DHCP sener is muchlower thanthat of scientificapplicationsor simplealgorithms,such
asquick sort,usedin earlierstudieq17, 9].

To betterunderstanchow generalizableour obserationswere, we performedsimilar study using scientific
applications- radix sort (a linear time integer sorting algorithm) and FFT (Fast Fourier Transform)- as fault
injectiontamgets. Due to spacdimitations, Table 11 outlinesthe key findings. From injecting randommemory
faults and tariget specificfaults we obsere an average99.2% and 90.2%fail silencecoveragefor Voltan and
Chameleonyespectrely (rows 3 and4 in Table11). The immediateconclusionis that the type of workload
impactsthe measuredail silencecoverage. Radix sort and FFT applicationsare more computationintensve

than DHCP. Both applicationsactively usethe heapmemoryto storelarge datasetsand consequentithereis
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a high chancethat any fault to the heapwill affect the resultsproducedby the applications. Chameleordoes
not provide protectionto datastoredin dynamicallyallocatedmemory(i.e., the heap)and consequentlyhe fail
silencecoveragedrops (row 3, columns4 and5 in Table 11) comparedwith DHCP (where Chameleorself-
checkingmechanismsichieved 99.84%fail silencecoverage).Also, Voltandoesnot protectall dataresidingon
theheap however, dueto thenatureof theduplication,Voltanstill protectswell dataexchangedetweerthenodes
(the Leaderandthe Follower). Consequentlyhe fail silencecoveragedoesnot drop that significantlycompared

with DHCP (wherefull duplicationin Voltancoveredall injectedfaults).

Table 11. Summary of Results from Fault Injection to FFT and radix sort

Fail-silenceCoverage

Voltan | Chameleon
FFT rsort FFT rsort
Randommemorybit-flips | 97.6% | 98.4% | 78.9% | 83.3%
(stack,heap text)
Target-specifidaults 100% | 100% | 98.9% | 100%
(e.g.,messageorruption,
messageluplication)

Our experimentswith DHCP applicationshav thata small percentagef the heapandstackdatais critical for
service-basedpplicationssuchas DHCP or that a small percentagef the allocatedspaceis actuallyused. In
DHCP application,the heapallocatesspacefor several tableswhereonly a few entriesarein use. For example,
oneof thetablesallocatesentriesto hold datafor eachsubnethe sener manageshut only onesubnetwasin use
in our experimentaketup.Consequentlyonly a portionof this tablewasaccessed.

Likewise, the stackalso appeardo be lesssensitve to faultsin service-basea@pplicationsthanin scientific
applications.This is for temporalreasons.In a service-basedpplication(suchasDHCP), the programspends
mostof its time waiting for an event. While the programis waiting (i.e., in thedi spat ch() functionin the
DHCPcase)thestackcontainsvariablesandregistersfrom functionssuchasmai n() thatcalleddi spat ch() .
Thedatafrom thesdunctionsaredead(i.e., they will neverbeusedagain)becausai spat ch() doesnotreturn.
The activation ratewould increaseby usinga breakpointto trigger a stackfault while the sener is processing

requesor by targetingthe dataat thebottomof the stack whichis morelikely to be used.

6.5 Issuesfor Comparison Studies

As oneof thefirst studiesto comparetwo software-baseapproacheso providing fail-silenceguaranteeso

applicationsthis studyuncoreredsomeimportantissuedor future studies.

¢ Althoughwe tried to inject the samefaultsinto eachversion/configuratiomf the targetapplication,subtle
differencedetweertheversions/configurationsmadeit difficult to guaranteensertingof the samefaults.
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¢ A typicalassumptionthatwell understoodaultmodel,suchasrandombit-flip to memory would becompa-
rablebetweertheversionsof thetargetapplicationis notentirelytrue. Memoryregionshave differentsizes
in eachversion.For example thesizeof theheapregion was56KB for Linux, 84KB for Solaris,100KB for
Voltan,and 866KB for Chameleon.To compensatéor thesedifferencesjt may make senseo adjustthe
faultrateto hold thefaultrateperbit of memoryconstant.

e The DHCP applicationexecutesas a single process/threath the baselinecasesand as a multithreaded
processn Voltanandin Chameleon Multithreadedprogramsuseseveral stackswithin the samememory
region. Consequentlyit is difficult to draw directcomparisongn the stackfaultinjectioncampaigns.

We overcomesomeof theseuncertaintiedy usinga moreseverefault modelthanthe oneusedin mostother
studies,.e., we includefaultsthe tamget systemsverenot explicitly designedo tolerate. Our resultsagreewith
thosereported,for example,in [17]), given the differencesbetweenthe applicationsnotedin Section6.4. We
believe that uncertaintiesn our experimentsowardsthe conserative side,i.e., we do not overestimatehe fail-

silencepropertyof the systems.

7 Conclusion

In this paper we study two software-basedpproacheso providing fail silenceto applications: (1) process
duplication,assupportedoy Voltan, and(2) internalerror detection,asprovided by ChameleorARMORSs. The
key objective is to assesshe coverageandthe cost(in termsof performanceand memoryoverhead)of the two
approachesAs atargetfor this study we useDynamicHost ConfigurationProtocol(DHCP) application. A set
of faultinjectionexperimentqusingNFTAPE) is performedo characterizéail-silentbehaior of theapplication.

Severalconclusionganbedravn from this study:

1. Processluplicationcanprovide very high fail silencecoverage(in our experimentsvVoltan coveredall in-
jectedfaultsto the Voltan processesyvith the price of significantperformancg76.6%in Voltan) andre-
source(e.g.,memory thenumberof needegrocessespverhead.

2. Software-basedelf-checkingmechanism®ffer high (but not perfect)fail silencecoverage,(Chameleon
ARMORsachiered99.84%fail silencecoverage)with relatively smallperformancél.7%usingChameleon
ARMORSs) andresourceoverhead.It shouldbe notedthattheseoverheadslependon the applicationtype
(service-basedr control-centricusedin this studyandmaydiffer for more CPU-intensie applications.

3. Themajorreasorfor imperfectcoverageprovidedby ARMORSsis alack of efficientmechanism$or detect-
ing dataerrors(i.e., dataresultingfrom a computationand exchangedamongprocesses)Designingsuch
mechanismsequiregakinginto accounthe specificsof theapplication.Consequentlyt is difficult to gen-
eralizetheseerror detectiontechniquesacrosdifferentapplicationsandsystems.For example, ARMORSs
supportcoarse-grainegdignaturechecksfor a messageype, which constitutesabout6% of the message
headertheremainingportion of the headeiis not protected.

4. A userperspectie ontheserviceprovidedby theapplication(in termsof requirement®n serviceavailabil-
ity, timeliness,security and performancephouldbe consideredasa criterion for selectingan appropriate
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approachto achieving fail silence. In makingthis decision,it is critical to understandpplicationfailure
modesandfailure frequenciesandto analyzewhethey for example,self-checkingalonecanprovide suffi-
ciently high fail-silencecoverageandat whatcost(in termsof performanceindresourceoverhead).
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